FWS-7370

Rackmount Network Appliance

User’s Manual 1% Ed

Last Updated: February 10, 2025



Copyright Notice

This document is copyrighted, 2025. All rights are reserved. The original manufacturer
reserves the right to make improvements to the products described in this manual at
any time without notice.

No part of this manual may be reproduced, copied, translated, or transmitted in any
form or by any means without the prior written permission of the original
manufacturer. Information provided in this manual is intended to be accurate and
reliable. However, the original manufacturer assumes no responsibility for its use, or for
any infringements upon the rights of third parties that may result from its use.

The material in this document is for product information only and is subject to change
without notice. While reasonable efforts have been made in the preparation of this
document to assure its accuracy, AAEON assumes no liabilities resulting from errors or
omissions in this document, or from the use of the information contained herein.

AAEON reserves the right to make changes in the product design without notice to its

users.
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Acknowledgement

All other products’ name or trademarks are properties of their respective owners.

Intel® and Atom® are registered trademarks of Intel Corporation
ITE is a trademark of Integrated Technology Express, Inc.

IBM, PC/AT, PS/2, and VGA are trademarks of International Business Machines
Corporation.

Marvell® Alaska® is a registered trademark of Marvell

Linux® is the registered trademark of Linus Torvalds in the U.S. and other
countries

All other product names or trademarks are properties of their respective owners.
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Packing List

Before setting up your product, please make sure the following items have been
shipped:

ltem Quantity

° FWS-7370 1

If any of these items are missing or damaged, please contact your distributor or sales
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representative immediately.
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About this Document

This User's Manual contains all the essential information, such as detailed descriptions
and explanations on the product’s hardware and software features (if any), its
specifications, dimensions, jumper/connector settings/definitions, and driver installation

instructions (if any), to facilitate users in setting up their product.

Users may refer to the product page at AAEON.com for the latest version of this
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document.

Preface %



Safety Precautions

Please read the following safety instructions carefully. It is advised that you keep this

manual for future references

1. All cautions and warnings on the device should be noted.

2. All cables and adapters supplied by AAEON are certified and in accordance with
the material safety laws and regulations of the country of sale. Do not use any
cables or adapters not supplied by AAEON to prevent system malfunction or
fires.

3. Make sure the power source matches the power rating of the device.

4. Position the power cord so that people cannot step on it. Do not place anything

over the power cord.

5. Always completely disconnect the power before working on the system'’s
hardware.
6. No connections should be made when the system is powered as a sudden rush

of power may damage sensitive electronic components.
7. If the device is not to be used for a long time, disconnect it from the power
supply to avoid damage by transient over-voltage.
8. Always disconnect this device from any AC supply before cleaning.
9. While cleaning, use a damp cloth instead of liquid or spray detergents.
10.  Make sure the device is installed near a power outlet and is easily accessible.
11. Keep this device away from humidity.
12. Place the device on a solid surface during installation to prevent falls
13. Do not cover the openings on the device to ensure optimal heat dissipation.
14, Watch out for high temperatures when the system is running.
15. Do not touch the heat sink or heat spreader when the system is running

16. Never pour any liquid into the openings. This could cause fire or electric shock.
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17. As most electronic components are sensitive to static electrical charge, be sure to

ground yourself to prevent static charge when installing the internal components.

Use a grounding wrist strap and contain all electronic components in any

static-shielded containers.

18.  If any of the following situations arise, please contact our service personnel:

iv.

V.

Vi.

Damaged power cord or plug

Liquid intrusion to the device

Exposure to moisture

Device is not working as expected or in a manner as described in
this manual

The device is dropped or damaged

Any obvious signs of damage displayed on the device

19. DO NOT LEAVE THIS DEVICE IN AN UNCONTROLLED ENVIRONMENT WITH

TEMPERATURES BEYOND THE DEVICE’S PERMITTED STORAGE TEMPERATURES
(SEE CHAPTER 1) TO PREVENT DAMAGE.
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FCC Statement

This device complies with Part 15 FCC Rules. Operation is

Warning!

subject to the following two conditions: (1) this device may not
cause harmful interference, and (2) this device must accept any

interference received including interference that may cause

undesired operation.

Caution:

There is a danger of explosion if the battery is incorrectly replaced. Replace only with the
same or equivalent type recommended by the manufacturer. Dispose of used batteries
according to the manufacturer's instructions and your local government’s recycling or
disposal directives.

Attention:

Iy a un risque d'explosion si la batterie est remplacée de fagon incorrecte.

Ne la remplacer qu'avec le méme modele ou équivalent recommandé par le constructeur.
Recycler les batteries usées en accord avec les instructions du fabricant et les directives
gouvernementales de recyclage.
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China RoHS Requirement (EN)

Name and content of hazardous substances in product

AAEON System QO4-381Rev.A2
Hazardous Substances
Part Name i xR || N8 | ZIRECK | ZIRTREE
(Pb) (Ho) (Cd) (Cr(Vvly) (PBB) (PBDE)

PCB Assemblies x O O O O (@)
Connector and

x O O @) O O
Cable
Chassis O O O O O (@)
CPU and Memory x O O O O O
Hard Disk x O O @) O O
LCD Modules x O O O O O
CD-ROM/DVD-ROM x O O @) O O
Touch Modules x O (@) O O (@)
Power X @) O @) @) O
Battery x @) O @) @) O

The table is prepared in accordance with the provisions of SJ/T 11364.

O : Indicates that said hazardous substance contained in all of the homogenous materials for this
product is below the limit requirement of GB/T 26572.

x : Indicates that said hazardous substance contained in at least one of the homogenous materials
used for this part is above the limit requirement of GB/T 26572. But this product still be
compliance with 2011/65/EU Directive (allowed with 2011/65/EU Annex IIl of RoHS exemption with
number 6(c),7(a),7(c)-1).

EFUP (Environment Friendly Use Period) value: 10 years.

Notes:

1. This product defined period of use is under normal condition.

2. In above part, CPU/Memory/ Hard Disk/CD-ROM/DVD-ROM/ Power are optional.

3. In above part, LCD Modules/ Touch Modules are for all-in-one product model.
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Appendix A — Software Development Kit Information

Al Software Development Kit Support List
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11 Specifications

Form Factor 1U Rackmount Network Appliance

Processor Intel Atom® P5300/C5000 Processors (Max 83W)
Chipset -

System Memory DDR4 SODIMM x 2, up to 64GB (ECC/Non-ECC)

Network

Ethernet Intel® Ethernet Controller 1226-V, 2.5GbE RJ-45 x 4
1GbE by Marvell® Alaska® 88E1543, 1GbE RJ-45 x 4
10GbE SFP+ x 4

Bypass 2 Pairs LAN Bypass (1GbE RJ-45 x 1, 2.5GbE RJ-45 x 1)
Other NIM Slot x 1 (PCle [x1]) or PoE Module for 2.5GbE RJ-45
X 2

Note: NIM and PoE Modules cannot be supported simultaneously. Therefore, NIM
module not supported if PoE is occupied, and vice-versa.

Display
Graphic Controller -

Connector -

HDD 2.5" HDD Bay x 2 (1 SATA co-lay with M.2 2242 M-Key)
CF/CFast/mSATA eMMC, up to 128GB

Internal/Expansion Interface
PCle Slot PCle [x4] Slot x 1 (PCle [x1) x 2 signal)
M.2 3042/52 B-Key x 1 (5G)
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Internal/Expansion Interface

usSB

Miscellaneous

USB 2.0 (Type-A) x 2

RTC

Watchdog Timer
Software Button
TPM

GPIO

Fan

MTBF (Hours)

Color

Internal RTC

1~255 step by software programmable
GPIO Programmable Push Button x 1
TPM 2.0 SPI

DIO Pin Header x 1 (4-in/4-out)

CPU Fan x 2

Black

Environmental Parameters and Dimension

Power Requirement
Operating Temperature
Storage Temperature
Operating Humidity
Storage Humidity
Vibration

Shock

Dimensions (W x D x H)

AC/DC open frame 200W PSU

32°F ~ 122°F (0°C ~ 40°C) with 0.2m/s air flow

-4°F ~ 158°F (-20°C ~ 70°C)

10% ~ 80%

10% ~ 80% @40C, non-condensing

0.5G /5 ~ 500Hz / operation (2.5" SSD)

1.5G /5 ~ 500Hz / non-operation

10G peak acceleration (11 m sec. duration), operation
(2.5" SSD)

20G peak acceleration (11 m sec. duration),

non-operation

16.9" x 7.8" x 1.7" (430mm x 200mm x 44mm)
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I/O

Front Panel

Rear Panel

Power LED x 1

Status LED x 1

HDD LED x 1

Bypass LED x 2

SW Programmable Button x 1
RJ-45 Console Port x 1

AC Power Input x 1

Power Button x 1
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2.1 Dimensions

211 FWS-7370 System
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212 FWS-7370 Main Board

Main Board Component Side
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Main Board Solder Side
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213 PER-T700 Riser Card
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2.2 Jumpers and Connectors

22.1  FWS-7370 Main Board

Component Side
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PER-T700 Riser Card

222

Rackmount Network Appliance

FWS-7370

2
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2.3 List of Jumpers

The FWS-7370 system board is equipped with a number of jumpers which can be
configured for your application. This section details those jumpers and their settings.

Label Function

CN5 Clear CMOS/Reset all Registers

23.1  Clear CMOS (CN5)

R B
@
8
(=}
=,

CN5

sasmEEass.

o

EES

o 2]
Normal 2-4
Clear CMOS 4-6
Normal 1-3
Clear RTC 3-5
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24 List of Connectors

The FWS-7370 system board is equipped with a number of connectors which can be
used for configuring your system and connecting with external modules. This section
details those connectors and settings.

Label Function

CN1 DDR4 SODIMM

CNM SATA Connector

CN12 SATA Power

CN13 SATA Power

CN14 SATA Connector (Co-lay with M.2 SSD Slot 1)
CN16 GF for PoEQ Card

CN18 M.2 3052 B-Key (USB 2.0/USB 3.0)

CN19 Push-Push Micro SIM Card for CN18 M.2 B-Key or Mini PCle Slot 3
CN2 DDR4 SODIMM

CN24 10G SFP+

CN25 1GbE RJ-45

CN26 2.5GbE RJ-45

CN27 PIC Debug Port

CN28 Power Switch and Hardware Reset Header, Power LED, HDD LED
CN43 +12V Input

CN3 BIOS Flash Header

CN34 SMBus Header

CN37 RJ-45 Console Port + USB 3.0 x 2

CN39 CPU Fan (Specific BOM SKU required)

CN4 Battery Header

CN40 LED Signal Header for PoE

CN5 Clear CMOS

CN7 Digital /O for SIO

CN8 Case-Open Connector

CN9 CPU Fan

ESPI1 eSPI Debug Port

LED20 Status LED

LED21 Bypass LED 1, 2

SW1 Reset Button
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2.41 Power Switch and Hardware Reset Header,
Power LED, HDD LED (CN28)

P
Q@ =l
., O
o o
R CN28
1 raTel 2
3 4
5 6
o ° A [ 2K R
o 0 Lol
= g )
H
- A
Pin Signal Type Pin Signal Type
1 Power Swich 2 GND
3 HW Reset 4 GND
5 PWR external LED+ 6 GND
7 SATA external LED+ 8 SATA external LED-
242  Case-Open Connector (CN8)
=1 |
" etint A
g I e =
g - . @
i [+) <
2*1P 220-96-02GB01
CN8
o -3 N
o 0 Lol
: g &
H
= i
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Pin Signal Type
1 GND

2 SIO_COPEN#

2.43  Digital I/O for SIO (CN7)

A
=l
)
) : CN7
! rETe -2
3 4
512185
7 121218
9 el 0
e|® !
L]
2]
Pin Signal Type Pin Signal Type
1 DIl 2 DIO1
3 DIl 2 4 DIO 2
5 DIl 3 6 DIO 3
U DIl 4 8 DIO 4
9 +5V 10 GND
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24.4  Status LED (LED20)

%/!

=
., O
’ LED20
1
4 3
&
B
Pin Signal Type Pin Signal Type
1 STLED-GRN 2 STLED-RED
245 Bypass LED (LED21)
LED21
1
4 3

Pin Signal Type Pin Signal Type
1 P2_BPLED 2 pP2_BPLED#
3 P1_BPLED 4 P1_BPLED#
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The Bypass 1, Bypass 2 LED, Power LED, HDD LED, and Status LED are wired to LED
holders mounted on the chassis. The actual appearance is shown in the diagram

below:

@ BYPASS 1 LED
® BYPASS2 LED

T : ® Power LED
State LED (Green/Red) .

® HDD LED

The signals for the LEDs originate from LED20, LED21, and CN28.
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2.5 2.5 HDD Installation

Step 1: Unscrew the upper lid of the chassis.

Step 2: Attach the assembled cushions to the hard disk drive bracket.
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Step 3: Secure the hard disk drive onto the brackets using eight screws.

WARRANTY
Warranty vold Ui remaved

CX2 2.5" SSD 256GB MOL T253X6256G0C101
SATAGGES +SV w1 A
TPBF-220916008-3-224114

i, 88

lade in Taiwan

T R e
ERS E FC C € O [Grarmrmmmares
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Step 5: Place the hard drive bracket onto the chassis.
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Step 6: Connect the SATA cable and power cable to the hard disk drive.
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2.6 NIM Module Installation

Step 1: Loosen the screws on the bottom of chassis.

Step 2: Remove the null Module cover or existing LAN module.
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Step 3: Insert the LAN Module and fasten the screws.

TNy
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2.7 PER-T700 & NIM Module Installation

Step 1: Unscrew the upper lid of the chassis.

Step 2: Loosen the screws on the bottom of chassis.
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Step 3: Remove the null Module cover or existing LAN module.

Step 4: Lower the PER-T700 module into place, ensuring the connector aligns properly
with the slot. Push it securely into the connector and fasten the PER-T700 module

using a screw.
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Step 5: Lower the NIM module into position and insert it firmly into the slot.

T
5N HBAE:

Step 6: Fasten the screws on the bottom of the chassis.
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3.1 System Test and Initialization

These routines test and initialize board hardware. If the routines encounter an error
during the tests, you will either hear a few short beeps or see an error message on the
screen. There are two kinds of errors: fatal and non-fatal. The system can usually

continue the boot up sequence with non-fatal errors.

System configuration verification

These routines check the current system configuration stored in the CMOS memory
and BIOS NVRAM. If system configuration is not found or system configuration data
error is detected, system will load optimized default and re-boot with this default

system configuration automatically.

There are three situations in which the CMOS settings will need to be set or changed:
1. You are starting your system for the first time

2. You have changed the hardware attached to your system

3. The system configuration is reset by Clear-CMOS jumper

4. The CMOS memory has lost power and the configuration information has been

erased.

The FWS-7370 CMOS memory has an integral lithium battery

backup for data retention. You have to replace the battery when it finally runs down.
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3.2 AMI BIOS Setup

The AMI BIOS ROM has a pre-installed Setup program that allows users to modify
basic system configurations, which is stored in the battery-backed CMOS RAM and

BIOS NVRAM so that the information is retained when the power is turned off.

To enter BIOS Setup, press <Del> or <F2> immediately while your computer is

powering up.

The function for each interface can be found below.

Main: Basic information and set Date & Time.

Advanced: Major feature configuration (e.g.: Super 10, Hardware Monitor, Digital /0,
etc.).

Platform Configuration: For PCH and Server ME configuration

Socket Configuration: Configures processor settings

Security: Set BIOS Administrator/User password.

Boot: Adjust Boot configuration/priorities.

Save& Exit: Save changes/restore defaults and exit system setup.
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33 Setup Submenu: Main

up - American Megatrends International, LLC.

Configu: n = 1 1

BIOS Information |Set the Date. Use Tab
FWS-7370 R1.0 (K737aM10) (11/22/2024) |to switch between Date |
|elements. |
|Default Ranges: |
|Year: 1598-93485 |
|
|
|
|

BIOS WV

Compli

|[Months: 1-12
[Mon J0z2/2024] |Days: Dependent on month
System Time [16:22:32] |Range of Years may vary.

|><: Select Screen

|*v: Select Item |
|Enter: Select |
|+/-: Change Opt. |
|F1l: General Help |
|F2: Previous Values |
|F3: Optimized Defaults |
|F4: Save & Exit |
IESC: Exit |

f
I
I
I
|
|
|
|
|
|
| Access Lewel Administrator | === |
|
I
I
I
I
I
I
I
|
A

34 Setup Submenu: Advanced

Advanced
J,-' _
| |Trusted Computing
|> Hardware Monitor |Settings
|> 5I0 Configuration
|> Serial Port Console Redirection
|> S5DIC Configuration

| ARFON Features

|> Power Management

|> Digital IC Port Configuration

|> LAN Bypass Configuration | == =
|> Case Open Configuration |><: Select Screen

| |*w: Select Item

| |Enter: Select

| |+/-: Change Opt.

| |Fl: Gemeral Help

| |F2: Prewvious Values

| |IF3: Optimized Defaults
| |F4: Save & Exit

| |ESC: Exit
'\ Il
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3.41

Trusted Computing

Aptio Setup - Bmerican Megatrends International, LLC.

Advanced

Firmware Version:

Vendor:

Active PCR banks
Available PCR banks

5HA-1 PCR Bank
5HAZ56 PCR Bank
5HA384 PCR Bank

Pending operation

Platform Hierarchy

Storage Hierarchy

Endorsement
Hierarchy

I I I

TPM 2.0 Dewvice Found

SHA-1,5HAZS56
5HA-1,5HA256, SHA384

[Enabled]
[Enabled]
[Disabled]

[Hone]

[Enakbled]
[Enakled]
[Enabled]

*|Enables or Disables |
* |BIOS support for ]
* | gecurity device. 0.5. ]
#|will not show Security ]
*|Device. TCG EFT |
* |protocol and INT1a ]
*|interface will not be ]
*|available. |
*1 |

*|>»<: Select Screen ]
#|*wv: Select Item ]
+|Enter: Select ]
+]+/-: Change Opt. |
+|F1l: General Help ]
+|F2: Prewious Values |
+|F3: Optimized Defaults ]
v|F4: Save & Exit ]

|ESE: ExiE |

Options Summary

Security Device Support

Disabled

Enabled

Optimal Default, Failsafe Default

Enables or Disables BIOS support for security device. O.S. will not show Security Device.
TCG EFI protocol and INTTA i

nterface will not be availa

ble.

SHA-1 PCR Bank

Disabled

Enable or Disable SHA-1 PCR Bank

SHA256 PCR Bank

Enabled Optimal Default, Failsafe Default
Disabled
Enabled Optimal Default, Failsafe Default

Enable or Disable SHA256 PCR Bank.

SHA384 PCR Bank

Disabled

Optimal Default, Failsafe Default

Enabled

Enable or Disable SHA384 PCR Bank.

Pending operation

None

Optimal Default, Failsafe Default

TPM Clear

Device.

Schedule an Operation for the Security Device.
NOTE: Your Computer will reboot during restart in order to change State of Security

Platform Hierarchy

Disabled

Enabled

Optimal Default, Failsafe Default
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Options Summary

Enable or Disable Platform Hierarchy

Storage Hierarchy Disabled

Enabled Optimal Default, Failsafe Default
Enable or Disable Storage Hierarchy
Endorsement Hierarchy Disabled

Enabled Optimal Default, Failsafe Default

Enable or Disable Endorsement Hierarchy

TPM2.0 UEFI Spec Version |TCG_1.2

T1CG_2

Optimal Default, Failsafe Default

Select the TCG2 Spec Version Support,
TCG_1_2: The Compatible mode for Win8/Win10,

TCG_2: Support new TCG2 protocol and event format for Win10 or later

Physical Presence Spec 1.2
Version 13 Optimal Default, Failsafe Default
Select to Tell O.S. to support PPI Spec Version 1.2 or 1.3. Note some HCK tests might not
support 1.3
Device Select TPM 1.2

TPM 2.0

Auto Optimal Default, Failsafe Default

TPM 1.2 will restrict support to TPM 1.2 devices.
TPM 2.0 will restrict support to TPM 2.0 devices.

TPM 1.2 devices will be enumerated.

Auto will support both with the default set to TPM 2.0 devices if not found.

Disable Block Sid Disabled

Optimal Default, Failsafe Default

Enabled

Override to allow SID authentication in TCG Storage device
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34.2 Hardware Monitor

Aptio Setup - American Megatrends Internatiomal, LLC.
Advanced

/ -—- - R - N
| Momitor hardware status *|5mart Fan function |
| *|setting |
| ol |
| ol |
| r +34 51 |
| Po+24 ol |
| ol |
| CPU FAN E 51 |
| CPU FAN 2 E 51 |
| dll ====

| #|><: Select Screen |
| #|"v: Select Item |
| * |[Enter: Select |
| *|+/-: Change Opt. |
| *|Fl: General Help |
| *|F2: Previous Values |
| 5 +|F3: Optimized Defaults |
1 +3.052 V v|F4: Save & Exit |
| IESC: Exit |
h /|

3.4.2.1 Smart Fan Function

Aptio Setup - American Megatrends International, LLC.

Advanced
¢ f \
| Smart Fan Function *|Smart Fan Mode Select |
I *1 |
I *1 |
| Fan off temperature 10 o | |
| limit & |
| Fan start temperature 60 *1 |
| limit =] |
| Fan full speed 100 *1 |
| temperature limit =] |
| Fan start PWM &0 =] |
| PWM SLOPE SETTING = #|><: Select Screen |
1 | *w: Select Item |
| Smart Fan 2 Mode [Automatic Mode] * |[Enter: Select |
| Fan off temperature 10 *|+/-: Change Opt. |
| limit *]F1l: General Help |
| Fan start temperature 60 +|F2: Previous Values |
| limit +|F3: Optimized Defaults |
1 v|F4: Save & Exit |
| IESC: Exit |
IS + il
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Options Summary

Smart Fan Mode Software Mode

Automatic Mode Optimal Default, Failsafe Default
Smart Fan Mode Select
Manual PWM Setting |127 |Optima| Default, Failsafe Default
Manual Mode Fan will work with this Manual PWM value
Fan off temperature limit |1O |Optima| Default, Failsafe Default
Fan will off when temperature lower than this limit
Fan start temperature limit |6O |Optima| Default, Failsafe Default
Fan will work when temperature higher than this limit
Fan full temperature limit 100 |Optimal Default, Failsafe Default
Fan will full speed when temperature higher than this limit
Fan start PWM |6O |Optimal Default, Failsafe Default
Fan will start with this PWM value
Fan slope setting |5 |Optimal Default, Failsafe Default
PWM SLOPE Selection
Slope = PWM value/°C

343  SIO Configuration

Aptio Setup - American Megatrends International, LLC.
Adwvanced
e —— P L il \
| AMI SIO Driver Version : A5.15.00 |View and Set Basic ]
1 |lproperties of the S5IO ]
| Super IC Chip Logical Device (s) Configuration |Logical device. Like IO |
1 |Base, IRQ Range, DMA ]
] |Channel and Device Mode. |
| WARNING: Logical Devices state on the left 1 ]
| =ide of the control, reflects the current 1 ]
| Logical Device state. Changes made during 1 ]
| Setup Session will be shown after you restart 1 ]
| the system. e ]
1 |><: Select Screen ]
] |*v: Select Item |
] |Enter: Select |
1 1+/-: Change Opt. |
1 |F1l: General Help ]
1 |E2: Previous Values ]
1 |E3: Optimized Defaults ]
1 |F4: Save & Exit ]
| IESC: Exit |
5 - /
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3431

Serial Port Configuration

Aptio Setup - American Megatrends International, LLC.

Advanced

Serial Port Configurat

Logical Device Settings
Current : I0=3F&h;

Possible:

have unwanted side effe
PRCCEED WITH CAUTICHN.

P L L T

ion

IRQ=4;

[Use Auntomatic
Settings]

WARNING: Disabling 5I0 Logical Devices may

]

|F4: Save & Exit
|ESC: Exit

; - -\
|Enakble or Disable this |
|Logical Device. |
| |
| |
| |
| |
| |
| |
| |
| - -1
|><: Select Screen |
|*w: Select Item |
|Enter: Select |
|+/-: Change Opt. |
|F1: General Help |
|F2: Previous Values |
|F3: Optimized Defaults |

|

|

/

Options Summary

Use This Device Disabled
Enabled Optimal Default, Failsafe Default
Enable or Disable this Logical Device.
Possible: Use Automatic Settings |Optimal Default, Failsafe Default
I0=2F8h; IRQ=3;
I0=3F8h; IRQ=4,

Allows the user to change the device resource settings. New settings will be reflected
on this setup page after system restarts.
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3.4.4  Serial Port Console Redirection

Aptio Setup - Bmerican Megatrends

International, LLC.

COMO

Console Redirection
EMS

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
N\

> Console Redirection Settings
Serial Port for Out-of-Band Management/
Windows Emergency Management Services (EMS)

[Enabled]

> Console Redirection Settings

|Conscle Redirection
|Enable or Disable.
|

|><: Select Screen |
| *v: Select Item |
|Enter: Select |
|+/-: Change Opt. |
|F1l: General Help |
|F2: Previous Values |
|F3: Cptimized Defaults |
|F4: Save & Exit |
|ESC: Exit 1

/

Options Summary

Console Redirection

Console Redirection Enable or Disable

Console Redirection

Disabled
Enabled Optimal Default, Failsafe Default
Disabled
Enabled Optimal Default, Failsafe Default

Console Redirection Enable or Disable
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3.441 Console Redirection Settings

Aptico Setup - Bmerican Megatrends International, LLC.

Advanced

i’ + A
| CcMo |Emalation: ANSI: “1
| Console Redirection Settings |Extended ASCII char ]
1 |set. VT1l00: ASCII char *|
1 |set. VT100+: Extends 5
| Bits per second [115200] |¥T100 to support color, *|
| Data Bits (E:3] | function keys, etc. 5
| Parity [Hone] |VT-UTF&: Uses UTFE +]
| Stop Bits [11 |encoding to map Unicode w|
| Flow Control [Hone] | |
| VI-UTFE8 Combo Eey [Enabled] - ]
| Support |><: Select Screen ]
| Recorder Mode [Disabled] |*v: Select Item ]
| EResolution 100x31 [Disabled] |Enter: Select ]
| Putty KeyPad [VT100] |+/-: Change Opt. ]
1 |F1l: General Help ]
1 |F2: Previous Values ]
1 |F3: Optimized Defaults ]
1 |F4: Save & Exit ]
1 |ESE: ExiE |
kS t /|

Options Summary

Terminal Type VT100
VT100+ Optimal Default, Failsafe Default
VT-UTF8
ANSI

Emulation:

ANSI: Extended ASCII char set.

VT100: ASCII char set.

VT100Plus: Extends VT100 to support color, function keys, etc.

VT-UTF8: Uses UTF8 encoding to map Unicode chars onto 1 or more bytes
Bits per Second 9600
19200
38200
57600
115200 Optimal Default, Failsafe Default
Selects serial port transmission speed.

The speed must be matched on the other side. Long or noisy lines may require lower
speeds.
Data Bits

8 Optimal Default, Failsafe Default

Data Bits
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Options Summary

Parity None Optimal Default, Failsafe Default
Even
Odd
Mark
Space
A Parity bit can be sent with the data bits to detect some transmission errors.
Even: parity bit is O if the num of 1 in the data bits is even.

Odd: parity bit is 0 if the num of 1's in the data bits is odd.

Mark: parity bit is always 1.

Space: Parity bit is always 0

Mark and Space Parity do not allow for error detection. They can be used as an
additional data bit.

Stop Bits 0
1 Optimal Default, Failsafe Default
Stop bits indicate the end of a serial data packet. (A start bit indicates the beginning).
The standard setting is 1 stop bit.

Communication with slow devices may require more than 1 stop bit.

Flow control None Optimal Default, Failsafe Default
Hardware RTS / CTS
Flow control can prevent data loss from buffer overflow.

When sending data, if the receiving buffers are full, a ‘stop’ signal can be sent to stop
the data flow. Once the buffers are empty, a ‘start’ signal can be sent to re-start the
flow. Hardware flow control uses two wires to send start/stop signals.

VT-Combo Key Support Disable
Enable Optimal Default, Failsafe Default
Enable VT-UTF8 Combination Key Support for ANSI/VT100 terminals.
Recorder Mode Disable Optimal Default, Failsafe Default
Enable
With this mode enabled only text will be sent. This is to capture Terminal data
Resolution 100x31 Disable Optimal Default, Failsafe Default
Enable
Enables or disables extended terminal resolution.
Resolution 100x31 VT100 Optimal Default, Failsafe Default
LINUX
XTERMR6
SCO
ESCN
VT400

Select FunctionKey and KeyPad on Putty.
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345 SDIO Configuration

Aptio Setup - American Megatrends International, LLC.

Advanced
==== ==== e A
SDIO Configuration *|Auto Option: Access 5D
*|device in DMA mode if
* |controller supports
*|it,otherwise in PIO
Mass Storage Devices: * |mode .DMA Option: Access
*|5D device in DMA
* |mode .PIO Option: Access
Bus 0 Dev 1C Func 0 *| 5D device in PIO mode.
eMMC DV4128 (125.0GB) [Auto] |

*|><: Select Screen
+|*v: Select Item
+|Enter: Select

+|+/-: Change Opt.

+|Fl: General Help

+|F2: Previous Values
+|F3: Optimized Defaults
v|F4: Save & Exit

|ESC: Exit

/
I
I
I
I
I
I
I
I
I
I *1
I
I
I
I
I
I
I
I
I
N\

Options Summary

SDIO Access Mode Auto Optimal Default, Failsafe Default
ADMA
SDMA
PIO
Auto Option: Access SD device in DMA mode if controller supports it, otherwise in PIO
mode.

DMA Option: Access SD device in DMA mode.

PIO Option: Access SD device in PIO mode
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346  Power Management

Aptio Setup - American Megatrends International, LLC.

Advanced

_—— _—— e 4
Power Management |Select system power ]
|mode . ]

| |

Restore AC Power Loss [Last Statel | |
| |

Wake Ewvents | |
Soft-0ff (55) Wake Cn [Disakled] | |
RTC | |
| |

|><: Select Screen |
|*v: Select Item ]
|Enter: Select ]
|+/-: Change Opt. |
|F1: General Help ]
|EF2: Previous Values ]
|E3: Optimized Defaults ]
|F4: Save & Exit ]
|ESC: Exit |
+ /|

T,
I
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
I
I
I
I
I
I
|
|
|

Options Summary

Power Mode ATX Type Optimal Default, Failsafe Default
AT Type
Select Power Supply Mode.
Restore AC Power Loss Power Off
Power On
Last State Optimal Default, Failsafe Default
Select AC power state when power is re-applied after a power failure.
RTC wake system from S5  |Disabled Optimal Default, Failsafe Default
Fixed Time

Dynamic Time
Enable or disable System wake on alarm event. When enabled, System will wake on the
hr::min::sec specified
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347 Digital IO Port Configuration

Aptio Setup - American Megatrends International, LLC.

Advanced

Dutput Lewvel
LIOZ2

Output Lewvel
DIO3

futput Level
DIO4

Output Lewvel
DICS
DICE
DIOT
LICE

Y

Digital IO Port Configuration

[High]
[Cutput]
[High]

[Cutput]
[High]

[Cmtput]
[High]
[Input
[Input
[Input
[Input

; -—-\
|S=t DIO as Imput or |
|Cutput |
I |
I |
I |
I |
I |
I |
I |
| ===
|><: Select Screen ]
|*v: Select Item ]
|Enter: Select ]
|+/-: Change Opt. |
|F1l: General Help |
|F2: Previous Values |
|F3: Optimized Defaults |
|F4: Save & Exit ]
IESC: Exit |

/

Options Summary

DIO Port1 ~ 4 Output Optimal Default, Failsafe Default
Input

Set DIO as Input or Output

Output Level High Optimal Default, Failsafe Default
Low

Set output level when DIO pin is output

DIO Port5 ~ 8 Output
Input Optimal Default, Failsafe Default

Set DIO as Input or Output
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348

LAN Bypass Configuration

Aptio Setup - American Megatrends Inmternational, LLC.
Advanced
— N P
LAN Bypass Configuration |Configure LAN Bypass
|5tatus LED.
|
|
LAN Bypass Kit 1 Configuration
Mode for Power-on [PassTru]
Mode for Power-off [PassTru]
LAN Bypass Kit 2 Configuration
Mode for Power-on [PassTru]
Mode for Power-off [passTra] |--———m—————————
|><: Select Screen
WDT Configuration [System Reset] |*v: Select Item
|Enter: Select
|+/-: Change Opt.
|F1l: General Help
|E2: Previous Values
|F3: Cptimized Defaul
|F4: Sawve & Exit
|ESC: Exit

/
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
\

Options Summary

LAN Bypass Status LED

LED OFF

ts

Optimal Default, Failsafe Default

RED LED ON

RED LED BLINK

RED LED FAST BLINK

GREEN LED ON

GREEN LED BLINK

GREEN LED FAST BLINK

Configure LAN Bypass Status LED.

Mode for Power-on

PassTru

Optimal Default, Failsafe Default

ByPass

Configure LAN kit behavior when system in power-on

state. (Bypass/Pass Through)

Mode for Power-off

PassTru

Optimal Default, Failsafe Default

ByPass

Configure LAN kit behavior when system in power-off

state. (Bypass/Pass Through)

WDT Configuration

System Reset

Optimal Default, Failsafe Default

Force ByPass

Configure WDT behavior, System Reset or Force Bypass
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349 Case Open Configuration

Case Open Warning

Options Summary
Case Open Warning

[Disabled]

Disable

Optimal Default, Failsafe Default

Enable

Clear

Chapter 3 - AMI BIOS Setup




35 Setup Submenu: Platform Configuration

| PCH Parameters

> Server ME Configuration

I

I

I

Setup Warning: |

Setting items on this Screen to incorrect

values |
|

may cause system to malfunctiom!

.: Select Screen
| *v: Select Item
|Enter: Select

| +/-: Change Opt.

|F3: Optimized Defaults
|F4: Save & Exit

|
|
|
|
|
|F2: Previous Values |
|
|
|ESC: Exit 1

|
|
|
|
|
|
|
|
|
|
| |Fl: General Help
|
|
|
|
i

3.51  PCH-IO Configuration

Aptio Setup - American Megatrends International, LLC.

Platform Configuration

———=h
Device Options Settings

> S5C5 Configuration

]

|><: Select Screen
| *w: Select Item

| +/-: Change Opt.

|Fl: General Help

|F2: Previous Values
|F3: Cptimized Defaults
|F4: Save & Exit

|ESC: Exit

|
|
|
|
|
|
|
|
|
|
|
|
|[Enter: Select |
|
|
|
|
|
|
/
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3.52  SATA Configuration

Aptio Setup - American Megatrends International, LLC.

Platform Configuration

/ - - B hlLiiBii]bbH-C- \
| | SATA Controller 1 |
|> Controller 3 SATA Configuration |Device Options Settings |
| I I
| I I
| I I
| I I
| I I
| I I
| I I
| R |
| |><: Select Screen |
| | *v: Select Item |
| |Enter: Select |
| |+/-: Change Opt. |
| |F1l: General Help |
| |F2: Previous Values |
| |F3: Optimized Defaults |
| |F4: Sawve & Exit |
| IESC: Exit |
A === e i

american Megatrends Intermational, LLC.

3.5.2.1 Controller SATA Configuration

Aptio Setup - American Megatrends International, LLC.

Platform Configuration

/ === === ecccmmsmssessm=s=s=sssess A\
| Controller 1 S5ATA Configuration | SATA test settings |
| I I
| I I
| I I
| Port 1 [Not Installed] | |
| Unknown | |
| I I
| I I
| I I
| I |
| |><: Select Screen |
| | *v: Select Item |
| |Enter: Select |
| | +/-: Change Opt. |
| |Fl: General Help |
| |F2: Prewvious Values |
| |F3: Cptimized Defaults |
| |F4: Sawve & Exit |
| |IESC: Exit |
A === e i
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Options Summary
SATA Configuration Enable Optimal Default, Failsafe Default
SATA test settings

3.53  SCS Configuration

Aptio Setup - Bmerican Megatrends International, LLC.
Platform Configuration

eMMC 5.1 HS400 Mode [Enabled] |eMMC 5.1 Controller
|

|><: Select Screen ]
|*“v: Select Item ]
|Enter: Select ]
|+/-: Change Opt. 1
|F1l: Genmeral Help |
|F2: Previous Values |
|F3: Optimized Defaults |
|F4: Save & Exit |

|ESC: Exit

Options Summary

eMMC 5.1 Controller Enable Optimal Default, Failsafe Default
Disable

Enable or Disable SCS eMMC 5.1 Controller

eMMC 5.1 HS400 Mode Enable Optimal Default, Failsafe Default
Disable

Enable or Disable SCS eMMC 5.1 HS400 Mode
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3.54  Server ME Configuration
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HMRFPC ENABLE Message [Disabled]

Options Summary
HMRFPO_ENABLE Message |Enable

Optimal Default, Failsafe Default
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3.6

Setup Submenu: Socket Configuration

Socket Configuration

|> Memory Configuration

; e N
|Displays and provides
|option to change the
| Processor Settings

|><: Select Screen |
|*v: Select Item |
|IEnter: Select

|+/-: Change Opt.

|IF1: General Help

|F2: Previous Values

|IF3: Optimized Defaults |
|IF4: Save & Exit

IESC: Exit 1

3.6

Processor Configuration
Processor BSP
Processor Socket

ID

Fre

Max o
r Min Ratio

Processor Configuration

Aptio Setup - American Megatrends International, LLC.
Socket Configuration

: -\
1 1
1 1
1 1
1 1
1 1 [
1 [
1 1
1 1
1 1
] ==
|><: Select Screen
|*¥v: Select Item I
|Enter: Select
|+/-: Change Opt. |
|F1l: General Help I
pro |F2: Previous Values I
|F3: Optimized Defaults I
|[F4: Save & Exit I
|ESC: Exit 1
; -——/
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3.6.2  Memory Configuration

Aptio Setup - American Megatrends International, LLC.

Socket Configuration

/ === === === ===
| |Displays memory |
| —_—— —_—— | topology with Dimm |
| — |population information |
| Integrated Memory Controller (iMC) | |
| ==== ==== | |
] = | |
I I I
I I I
I I I
| l--—-- |
| |><: Select Screen |
| |*v: Select Item

| |IEnter: Select

| | +/-: Change Opt.

| |IF1: General Help

| |IF2: Previous Values

| |IF3: Optimized Defaults |
| |F4: Save & Exit |
| |IESC: Exit |
B /

ernational,

3.6.3  Memory Topology

Aptio Setup - American Megatrends International, LLC.
Socket Configuration

[—— — — cesssss—cmmsmmsesccsoes \

|

|

|

|

| |><: Select Screen |
| |*v: Select Item |
| |Enter: Select |
| |+/-: Change Opt. |
| |F1l: General Help |
| |F2: Previous Values |
| |F3: Optimized Defaults

| |F4: Save & Exit |
| |[ESC: Exit |
+ 4
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3.7

Setup Submenu: Security

Security

F== = ===

Password Description

If ONLY the Administrator's password is set,
then this only limits access to Setup and is
only asked for when entering Setup.

If CONLY the User's password is set, then this
is a power on password and must be entered to
boot or enter Setup. In Setup the User will
have Administrator rights.

The password length must be

in the following range:

Minimum length 3

Maximum length 20

User Password

~|5et Administrator
* | Password

l‘l

l‘l

A.'I

A.'I

l‘l

l‘l

*|

A.'I__ -

¥|><: Select Screen
¥|~y: Select Item

* |Enter: Select
*|+/-: Change Opt.
*|Fl: General Help
*|F2: Previous Values
+|F3: Optimized Defaults
w|F4: Save & Exit

|ESC: Exit

o e e = = e = e e = = = =

Change User/Supervisor Password

You can install a Supervisor password, and if you install a supervisor password, you can
then install a user password. A user password does not provide access to many of the
features in the Setup utility.

If you highlight these items and press Enter, a dialog box appears which lets you enter
a password. You can enter no more than six letters or numbers. Press Enter after you
have typed in the password. A second dialog box asks you to retype the password for
confirmation. Press Enter after you have retyped it correctly. The password is required

at boot time, or when the user enters the Setup utility.

Removing the Password
Highlight this item and type in the current password. At the next dialog box press Enter

to disable password protection.
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3.71 Secure Boot

Aptio Setup - American Megatrends International, LLC.

Security

———c ———c ———c -

System Mode Setup | Secure Boot feature is
|Active if Secure Boot ]
|is Emnabled, ]

NHot Active |Platform Key (PK) is ]
|enrolled and the System |

Secure Boot Mode [Castom] |is in User mode.

Restore Factory Keys |The mode change

Reset To Setup Mode |requires platform reset ]

|

|><: Select Screen

|*v: Select Item
|Enter: Select

|+/-: Change Opt.

|F1: General Help

|F2: Previous Values
|F3: Optimized Defaults
|F4: Save & Exit

|ESC: Exit

/
|
|
|
|
|
|
|
|
|
|> EKey Management | == — 1
|
|
|
|
|
|
|
|
|
A\

Options Summary

Secure Boot Disabled Optimal Default, Failsafe Default
Enabled

Secure Boot activated when: Secure Boot is enabled
Platform Key(PK) is enrolled, System mode is User/Deployed, and CSM is disabled
Secure Boot Customization |Custom Optimal Default, Failsafe Default
Standard
Customizable Secure Boot mode:

In Custom mode Secure Boot Paolicy variables can be configured by a physically present
user without full authentication

Restore Factory Keys Yes Optimal Default, Failsafe Default
No

Force System to User Mode.
Configure NVRAM to contain OEM-defined factory default Secure Boot keys

Reset To Setup Mode Yes Optimal Default, Failsafe Default
No
Delete NVRAM content of all UEFI Secure Boot key databases
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3.72  Key Management

Aptio Setup - American Megatrends Intermational, LLC.

Security

f == == == === === - =\
| Vendor Kewvs Valid “|Install factory default |
| *|Secure Boot keys after |
| *#|the platform reset and

|> Restore Factory EKeys *|while the System is in |
|> Reset To Setup Mode *|Setup mode |
|> Export Secure Boot wvariables ] |
|> Enroll Efi Image =] |
| *1 |
I Device Guard Ready *| ]
|> Remove 'UEFI CA' from DB V=== == o |
|> Restore DB defaults #*|><: Select Screen ]
I *|*y: Select Item ]
| Secure Boot wvariable | Size| Keys| EKey Source * |Enter: Select |
|> Blatform Eey (PE) | al 0] Ho Eeys *|+/-: Change Opt. |
|> Key Exchange Keys | ]| 0] Ho Eeys *|Fl: General Help |
|> AButhorized Signatures| ol 0] Ho Eeys *|F2: Previous Values ]
|> Forbidden Signatures]| ol 0] Ho Eeys +|F3: Optimized Defaults ]
|> Authorized TimeStamps | ol 0] Ho EKeys v|F4: Save & Exit ]
| |ESC: Exit |
L - - - -—- - - -/

Options Summary

Factory Key Provision Disabled Optimal Default, Failsafe Default
Enabled

Provision factory default keys on next re-boot only when System in Setup Mode

Restore Factory Keys Yes Optimal Default, Failsafe Default
No

Force System to User Mode.
Configure NVRAM to contain OEM-defined factory default Secure Boot keys

Reset To Setup Mode Yes Optimal Default, Failsafe Default
No

Delete NVRAM content of all UEFI Secure Boot key databases

Export Secure Boot OK Optimal Default, Failsafe Default

variables

Copy NVRAM content of Secure Boot variables to files in a root folder on a file system
device

Enroll Efi Image |OK |Optima| Default, Failsafe Default
Copy NVRAM content of Secure Boot variables to files in a root folder on a file system
device

Remove 'UEFI CA' from DB |Yes Optimal Default, Failsafe Default
No
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Options Summary

Restore DB defaults Optimal Default, Failsafe Default

Secure Boot variable | Size | Keys | Key Source
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3.7.3

e

up - American Megatrends Intermatiomal, LLC.
/ ;
| Boot Configuration |Enables or disables
| |Quiet Boot option
I |
| Network Stack [Disabled] |
I |
I |
| FIXED BOOT ORDER Priorities
| Boot Option #1 [Hard Disk:UEFI OS5
1 (eMMC DWV4128) 1 1
| Boot Option #2 [NVME ] 1
| Boot Option #3 [CD/DVD] |»<: Select Screen
| Boot Option #4 [5D] |*wv: Select Item
| Boot Option #5 [USB Dewice] |Enter: Select
| Boot Option #6 [Hetwork] |+/-: Change Opt.
] |F1l: General Help
|> UEFI Hard Disk Driwve BBS Priorities |F2: Previous Values
1 |F3: Cptimized Defaults
1 |F4: Save & Exit
1 |ESC: Exit
\ 1

Options Summary

Quiet Boot

Disabled

Enabled

Optimal Default, Failsafe Default

Enables or disables Quiet Boot option.

Network Stack

Disabled

Optimal Default, Failsafe Default

Enabled

Enable/Disable UEFI Network Stack

Fixed Boot order Priorities

Sets the system boot order
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3.8 Setup Submenu: Save & Exit

Aptio Setup - Mmerican Megatrends International, LLC.

Save & Exit

Save Options

Discard Changes and Exit

Default Options
Restore Defaults

o = = = = = ==

|Reset the system after
| saving the changes.

|><: Select Screen

|*wv: Select Item
|Enter: Select

|+/-: Change Opt.

|F1l: General Help

|F2: Previous Values
|F3: Cptimized Defaults
|F4: Save & Exit

|ESC: Exit

Options Summary

Save Changes and Reset

Reset the system after saving the changes.

Discard Changes and Exit

Exit system setup without saving any
changes.

Restore Defaults

Restore/Load Default values for all the
setup options.
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Appendix A

Software Development Kit Information




Al Software Development Kit Support List

The FWS-7370 is available with a software development kit (SDK) supporting a range

of additional functions and interfaces.

Watchdog Timer Yes
Software Programming Button Yes
Status LED Yes
LAN Bypass Yes
DIO Yes
HW Monitor Yes
Smart PoE Yes

For more information regarding the above SDK support list, please contact your
AAEON or visit https://www.aaeon.com/en/contacts/ for more information.
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