
AAEON PfSense User Guild 
 

 
 
 

  



PfSense is an open source OS based on FreeBSD, customized for firewall 
and router functions. It can be easily deployed through WebUI as firewall, 
router, wireless access point, DHCP server, DNS server and VPN. 
 
Necessary items: 
 PfSense ISO: pfSense-CE-memstick-serial-2.5.2-RELEASE-amd64.img 

https://www.pfsense.org/download/ 

 Create bootable USB tool: Rufus 
https://rufus.ie/en/ 

 
1. Create PfSense Installation USB 
Step1. Click “SELECT” to choose image file and click “START” to create pfsense 
installation USB. 

 
 



Step2. Click “OK” to the next. 

 
Step3. Click “OK” to the next. 

 
Step4. Finish. 

 



2. Install PfSense 
Step1. Press “Enter”. 

 

Step2. Type “vt100” to start the installation process. 

 
Step3. Press “Enter” to accept copyright and distribution notice. 

 



Step4. Choose “Install pfSense” and press “Enter” to the next. 

 
Step5. Press “Enter” to the next. 

 
Step6. Choose “Auto (ZFS)” and press “Enter” to the next. 

 



Step7. Press “Enter” to the next. 

 
Step8. Choose “stripe” and press “Enter” to the next. 

 
 
 
 
 
 
 
 
 



Step9. Press “space” to choose the storage device you want to install and press 
“Enter” to the next. 

 
Step10. Choose “YES” and press “Enter” to the next. 

 
Step11. Begin installing. 

 

 
 
 



Step12. Choose “No” and press “Enter” to the next. 

 
Step13. Choose “Reboot” and press “Enter” to finish the installation. 
※Remember to remove the USB after you press “Enter” 

 
Step14. PfSense initial interface as shown below. 

 



3. Set interface(s) IP address 
There are two modes for WAN settings, one is static IP and the other is DHCP. 
 

Static IP: 
Step1. Type “2” and press “Enter” to set interfaces IP address. 

 
Step2. Type “1” and press “Enter” to set the WAN interfaces. 

 
 
 
 
 



Step3. Type “n” and press “Enter” to the next. 

 
Step4. Type your static IP and press “Enter” to the next. 

 
 
 
 
 
 
 
 
 



Step5. Type “24” and press “Enter” to set the subnet masks. 

 
Step6. Type your gateway address and press “Enter”. 

 
 
 
 
 
 
 
 
 



Step7. Type “n” and press “Enter”. 

 
Step8. Press “Enter” for none. 

 
 
 
 
 
 
 
 
 



Step9. Type “n” and press “Enter”. 

 
Step10. Press “Enter” to the next. 

 
 
 
 
 
 
 
 
 



Step11. Now you can see the static IP of the WAN has been set. Type “7” and press 
“Enter” to check the network is connected. 

 
Step12. Type “8.8.8.8” and press “Enter” to test network connection. 

 
 
 
 
 
 
 
 



DHCP: 
Step1. Type “2” and press “Enter” to set interfaces IP address. 

 
Step2. Type “1” and press “Enter” to set the WAN interfaces. 

 
 
 
 
 
 
 
 



Step3. Type “y” and press “Enter” to configure DHCP. 

 
Step4. Type “n” and press “Enter” to the next. 

 
 
 
 
 
 
 
 
 



Step5. Press “Enter” for none to the next. 

 
Step6. Type “n” and press “Enter” to the next. 

 
 
 
 
 
 
 
 
 



Step7. Press “Enter” to the next. 

 
Step8. Now you can see the DHCP of the WAN has been set. Type “7” and press 
“Enter” to check the network is connected. 

 
 
 
 
 
 
 
 



Step9. Type “8.8.8.8” and press “Enter” to test network connection. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



4. PfSense WebGUI 
The following picture is the pfsense firewall framework example. You can configure it 
through pfsense WebGUI to make the system have functions like port forward, traffic 
shaper, IPSEC etc. 

 

Step1. You can see the default igb1 IP of pfsense is 192.168.1.1, so you must set the 
laptop IP to the same domain, such as 192.168.1.100. Then type 192.168.1.1 on the 
browser to enter the pfsense WebGUI. 

 

 

Default Username: admin 
Default Password: pfsense 
 
 
 
 



Step2. Click “Next” to the next pfsense setup. 

 
Step3. Click “Next” to the next pfsense setup. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 



Step4. Type the hostname, domain and DNS or use default value and click “Next”. 

 
Step5. Choose your time zone and click “Next”. 

 
 
 
 
 
 
 
 
 
 
 
 



Step6. Configure your WAN Interface, PPPoE, PPTP and click “Next” to the next. 

 

Step7. Configure your LAN Interface and click “Next” to the next. 

 
Step8. Set your admin password and click “Next” to the next. 

 



Step9. Click “Reload” to reload pfsense with new changes. 

 

Step10. Click “Finish” to complete the configuration. 

 

 
 
 
 
 
 
 
 
 
 
 



Step11. Click “Accept” to accept copyright and trademark notices. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Step 12. The left block shows some system information, such as CPU information, CPU 
usage, memory usage, disk usage etc. And the right block shows the connection status 
of WAN and LAN interfaces. In addition, you can also click the "+" in the upper right 
corner to add different display blocks. 

 

 
 
 
 
 
 
 
 
 
 



Assuming you added “Traffic graphs”, you can see the dynamic WAN and LAN in/out 
situation in the lower right corner of the homepage. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



5. Port Forward 
Step1. Choose Firewall and click “NAT”. 

 

Step2. Click “Add”. 

 
Step3. Set the “destination port range” to “1000 to 1010”, the “redirect target IP” to 
“LAN address”, and “redirect target port” to “1000”. Click “Save” to save the 
configuration. 

 

 



Step4. Click “Apply Changes” to complete the configuration. 

 
Step5. Now you can change your laptop connection mode to DHCP, and you can 
connect to Internet through port forward. 

 
 
 
 
 
 
 
 
 
 
 
 



6. Traffic Shaper 
Step1. Choose “Firewall” and click “Traffic Shaper”. 

 
Step2. Choose “Wizards” and click “traffic_shaper_wizard_multi_all.xml”. 

 
Step3. Set your number of WAN/LAN type interfaces and click “Next”. 

 
 
 
 
 
 
 



Step4. Click “Next”. 

 
Step5. Click “Next”. 

 

 
 
 
 
 



Step6. You can set an IP here and this will lower the priority of traffic from this IP. Then 
click “Next”. 

 
Step7. You can enable the lower priority of Peer-to-Peer traffic here. Then click “Next”. 

 
Step8. You can enable the priority of gaming traffic to higher than most traffic here. 
Then click “Next”. 

 



Step9. You can enable the other networking protocols. This will help raise or lower the 
priority of other protocols higher than most traffic. Then click “Next”. 

 
Step10. Click “Finish” to complete the configuration. 

 
Step11. Choose “Firewall” and click “Traffic Shaper” again. 

 



Step12. Click “LAN”. 

 
Step13. You can enable discipline and set the bandwidth here and click "Save". (For 
example, we set the bandwidth to 10Mbit/s) 

 
Step14. Click “Apply Changes”. 

 

 
 
 



Step15. Please download a large file and go back to the home page. Then you can 
see the bandwidth of the LAN is keep on 1.25MB/s. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



7. Install pfBlockerNG 
Step1. Choose “System” and click “Package Manager”. 

 
Step2. Click “Available Packages” and type “pfBlockerNG-devel” on the search term. 
Then click “Search” and “+Install”. 

 
Step3. Click “Confirm”. 

 
 
 
 
 
 
 
 
 



Step4. When you see the word “Success” and it means the installation is complete. 

 
Step5. Now you can choose “Firewall” and click “pfBlockerNG” to start setting. 

 

 
 
 
 
 
 
 
 
 



8. IPSEC 
The following picture is the IPSEC framework example. You can refer to the following 
configuration to complete the IPSEC demonstration. 

 
 
System A: 
Step1. Choose “VPN” and click “IPsec”. 

 
Step2. Click “Add P1”. 

 
Step3. Type system B WAN IP on the “Remote Gateway”. 

 
 



Step4. Click “Generate new Pre-Shared Key” and “Save” to finish Phase 1 configuration. 
※System B also needs to enter the same pre-shared key. 

 
Step5. Click “Show Phase 2 Entries” and “Add P2”. 

 
Step6. Type System B subnet on “Remote Network”. For example, “192.168.2.0”. And 
click “Save” to finish Phase 2 configuration. 

 
 
 
 



Step7. Click “Apply Changes”. 

 
Step8. Choose “Firewall” and click “Rules”. 

 
Step9. Choose “IPsec” and click “Add”. 

 
 
 
 
 
 
 
 
 
 



Step10. Change “Address Family” to “IPv4+IPv6” and “Protocol” to “Any”. Then click 
“Save”. 

 
Step11. Choose “System” and click “Routing”. 

 
Step12. Click “Add”. 

 
 
 
 
 
 
 
 
 
 



Step13. Type a gateway name and type system B WAN IP on the “Gateway”. Then 
click “Save”. 

 
Step14. Change “Default gateway IPv4” to “GATEWAY_A” and click “Save”. 

 
Step15. Choose “Static Routes” and click “Add”. 

 
Step16. Type “0.0.0.0” and change mask to “/24” on “Destination network”. And 
choose “GATEWAY_A - 192.168.50.136” as “Gateway”. Then click “Save”. 

 



Step17. Click “Apply Changes”. 

 
System B: 
※Please remember that the LAN port IP of System B should be set to “192.168.2.1”. 

Please refer to “Step7” of “3. PfSense WebGUI” 
 
Step1. Choose “VPN” and click “IPsec”. 

 
Step2. Click “Add P1”. 

 
Step3. Type system A WAN IP on the “Remote Gateway”. 

 
 
 
 



Step4. Copy system A Pre-Shared Key to here and click “Save” to finish Phase 1 
configuration. 

 
Step5. Click “Show Phase 2 Entries” and “Add P2”. 

 
Step6. Type System A subnet on “Remote Network”. For example, “192.168.1.0”. And 
click “Save” to finish Phase 2 configuration. 

 
 
 
 



Step7. Click “Apply Changes”. 

 
Step8. Choose “Firewall” and click “Rules”. 

 
Step9. Choose “IPsec” and click “Add”. 

 
 
 
 
 
 
 
 
 
 



Step10. Change “Address Family” to “IPv4+IPv6” and “Protocol” to “Any”. Then click 
“Save”. 

 
Step11. Choose “System” and click “Routing”. 

 
Step12. Click “Add”. 

 
 
 
 
 
 
 
 
 
 



Step13. Type a gateway name and type system A WAN IP on the “Gateway”. Then 
click “Save”. 

 
Step14. Change “Default gateway IPv4” to “GATEWAY_B” and click “Save”. 

 
Step15. Choose “Static Routes” and click “Add”. 

 
Step16. Type “0.0.0.0” and change mask to “/24” on “Destination network”. And 
choose “GATEWAY_B - 192.168.50.174” as “Gateway”. Then click “Save”. 

 
 



Step17. Click “Apply Changes”. 

 
 
When both System A and System B are configured, please choose “Status” and click 
“IPsec”. 

 
Click “Connect VPN”. 

 
Please wait for a while, if you see a value in Bytes-in/out, it means that the tunnel 
can start to transmit. 

 



In Client B, you can ping “192.168.1.100” to test the IPSEC. 

 
9. AAEON PfSense SDK 
PfSense SDK from AAEON is a software development kit designed to help developers 
with controlling hardware on AAEON FWS series platforms. 
 
AAEON PfSense SDK provides developers fast control on AAEON FWS series IO 
functions: 
 Software Programmable Button Settings and Configuration 
 Status LED Settings and Configuration 
 DIO Settings and Configuration 
 Lanbypass Settings and Configuration 
 Watchdog Settings and Configuration 
 Liquid Crystal Display Module (LCM) Settings and Configuration 

 

10.  Purchase Netgate PfSense Support 
If you need pfsense support services (such as setup assistance), you can refer to the 
following website: https://www.netgate.com/support 

 


