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PfSense is an open source OS based on FreeBSD, customized for firewall
and router functions. It can be easily deployed through WebUI as firewall,
router, wireless access point, DHCP server, DNS server and VPN.

Necessary items:

® PfSense ISO: pfSense-CE-memstick-serial-2.5.2-RELEASE-amd64.img
https://www.pfsense.org/download/

® Create bootable USB tool: Rufus
https://rufus.ie/en/

1. Create PfSense Installation USB
Step1l. Click “SELECT” to choose image file and click “START” to create pfsense

installation USB.
& Rufus 3.13.1730 (Portable) — =

Drive Properties

Device

EFISYS (E:) [16 GE]

Boot zelection

pfSense-CE-memstick-serial-2.5.2-RELEASE-amdéd.i v () SELECT
Partition scheme Target system
MER BIOIS (or UEFI-CSM)

~ Show advanced drive properties

Format Options

Volume label

EFISYS
File system Cluster size
FAT32 (Default) 8152 bytes (Default)

~ Hide advanced format options
Quick format
Create extended label and icon files

[ Check device for bad blocks 1 pass w

Status

READY

& O = START CLOSE

Using image: pfSense-CE-memstick-sernial-2.5.2-RELEASE-amdBd.img.gz



Step2. Click “OK” to the next.
Rufus >
WARNING: ALL DATA ON DEVICE 'EFISYS (E2) [16 GB]' WILL BE

DESTROYED.
To continue with this operation, click OK. To quit click CAMCEL.

cance

Step3. Click “OK” to the next.
Multiple partitions detected

IMPORTANT: THIS DRIVE CONTAINS MULTIFLE PARTITIOMNS!
This may include partitions/volumes that aren't listed or even visible

from Windows. Should you wish to proceed, you are responsible for any
data loss on these partitions.

cance

Step4. Finish.

& Rufus 3.13.1730 (Portable) - >

Drive Properties

Device
| EFISYS (E:) [16 GB] w
Boot selection
| pfSense-CE-memstick-serial-2.5.2-RELEASE-amd64.i ~ | (©) | SELECT
Partition scheme Target system

MER BIOS-{or UEFI-CSM) 7

v Show advanced drive properties

Format Options

Volume label

EFISYS
File system Cluster size
FAT32 (Default B192 bytes (Default)

~ Hide advanced format options
Quick format

Create extended label and icon files

[] Check device for bad blocks 1 pass o
Status

READY
® © = START | cLose

1 device found



2. Install PfSense
Stepl. Press “Enter”.

m
m

Step3. Press “Enter” to accept copyright and distribution notice.

lgggagaagydgggdgaggggCopyright and distribution noticequuuaauadyYddyaaaaaagaad

Copyright and Trademark Notices.

Copvright {c) 2004-2016. Electric Sheep Fencing, LLC ("ESF").
A1l Rights Reserved.

Copvright (c) 2014-2021. Rubicon Communications, LLC d/b/a Netgate
[("HNetgate™) .
All Rights Reserved.

211 logos, text, and content of ESF and/or Netgate, including underlying
HTML code, designs, and graphics used and/or depicted hereim are
protected under United States and international copyright and trademark
laws and treaties, and may not be used or reproduced without the prior
eXpress written permission of ESF and/or Netgate.

"pfSense™ is a registered trademark of ESF, exclusively licensed to
Netgate, and may not be used without the prior express written
permission of ESF and/or Netgate. All other trademarks shown herein are
owned by the respective companies or persons indicated.
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Step4. Choose “Install pfSense” and press “Enter” to the next.
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Welcome to pfSense!
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X stall 11 p X
X escue Shell Launch a shell for rescue operations x
X ecover config.xml Recover config.xml from a previous install x
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Step5. Press “Enter” to the next.
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Logaoaaaaggaaaiagagaggagieymap Selectiongoaaadgoaooaaaaadaagggaoook
X The system console driver for pfSense defaults to standard "OS™

X keyboard map. Other keymaps can be chosen below.
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b Continue with default keymap

b Test default keymap

b Armenian phonetic layout

k4 Belarusian

b Belgian

b Belgian (accent keys)

b Brazilian (accent keys)

b Brazilian (without accent keys)
b Bulgarian (BDS)

b Bulgarian (Phonetic)

b Canadian Bilingual
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How would wou like to partition your disk?
1qqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqk
Muco (ZF5)
to (UF5) UEFI Guided Dlsk Setup using UEFI boot method
to (UF5) BIODS Guided Disk Setup using BIOS boot method
lanual Manual Disk Setup (experts)
ell Open a shell and partition by hand
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Step7. Press “Enter” to the next.

Configure Options:
1qqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqk
E>> Install I '

Pool Type/Disks: stIipe. 0 dlsks
Rescan Devices »
Disk Info »
Pool Name piSense
Force 4K Sectors? YES
Encrypt Disks? HO
d Partition Scheme GPT (BIOS+UEFI)
Swap Size 2g
Mirror Swap? HO
Encrypt Swap? HO
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LoggqgaaaaaagagaZFS ConfigurationggoaaaaagIdaqdag
Select Virtual Device type:
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HlIIDI - n—Way HlIIDIlng
RAID 140 — n x 2-Way Mirrors
RAID-Z1 - S5ingle Redundant RATD x
RAID-Z2 - Double Redundant RATD =x
RAID-Z3 - Triple Redundant RATD x
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Step9. Press “space” to choose the storage device you want to install and press

“Enter” to the next.

LlggoagaagyagZFS Configurationggaggaagaaaaagk

z[*]

x[ 1 Eal

10w (m (a (o (o [ (= (u (= (e (s (o (=  (m (e (s [ o (= ([ (o o (g (= o ([ = ]
[={s (s (s (s (s (s u (s s (s (n (w (s {n (n (n [ (s (m m

A4t o o o (o o o o (o o (o o (o o (o (o o o (o o (o o (o o (o o o o o o o o o o o o o o o

{5 (3 (3 (8 {w: (s (s [ (o ' (o (o (o (o o o o o o 0 o 0 o o

LaggagaaggaaqaqaZiFs Configurationggoagaoaagaaggaggak
Last Chance! Are you sure you want to destroy
the current contents of the following disks:
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Step11. Begin installing.
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LaggagaaggagFetching Distributiongggagaaaaaadgk

Fetching distribution files...

lgOverall Progressqgugaqdaiauaaaaqaaadak
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fuls (s (3 (o o [ (= (o fu (e (o (s (= (o (s (u (= g (= g [ o (s [ o s ([ (= o (g [ )
ixale (e (s (o ga (s (o go (s (s (o (= (s (o g g (o (o (s (= (o (s o (o = (o (o g (= (o o (o {m g (o o g (s o o ()




Step12. Choose “No” and press “Enter” to the next.

|:I |:I |:I |:I |:I (= |:I |:I |:I|

LagggaggaManual Configurationggagaaaaadal
The installation is now finished.
Before exiting the installer, would
you like to open a shell in the new
system to make any final manual
modifications?
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Step13. Choose “Reboot” and press “Enter” to finish the installation.
sk Remember to remove the USB after you press “Enter”

B
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LoggagaoagaComple tegqaaqaaaagi
Installation of pfSense
complete! Would vou like
to reboot into the
installed system nNowW?
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3. Set interface(s) IP address
There are two modes for WAN settings, one is static IP and the other is DHCP.

Static IP:
Stepl. Type “2” and press “Enter” to set interfaces IP address.




Step3. Type “n” and press “Enter” to the next.




Step5. Type “24” and press “Enter” to set the subnet masks.
7} Pin T 16} R rt PHP-FPM
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Step7. Type “n” and press “Enter”.




Step9. Type “n” and press “Enter”.

7 WAN I

D¢ Wwant to r rt Lo P

Step10. Press “Enter” to the next.

WAN I




Step11. Now you can see the static IP of the WAN has been set. Type “7” and press
“Enter” to check the network is connected.

(amded) on




DHCP:

Stepl. Type “2” and press “Enter” to set interfaces IP address.

T an opti .
Step2. Type “1” and press “Enter” to set the WAN interfaces.

PHP-FFM




Step3. Type “y” and press “Enter” to configure DHCP.




Step5. Press “Enter” for none to the next.




Step7. Press “Enter” to the next.

4]
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4. PfSense WebGUI

The following picture is the pfsense firewall framework example. You can configure it
through pfsense WebGUI to make the system have functions like port forward, traffic
shaper, IPSEC etc.

FWS-2280

Other systems or switch

II Il e = . Other systems or switch
17 (1gh2)
II T~ S~ o
WAN(igb0) LAN(igb1) PfSense WebGUI Control

IP:192.168.1.1 IP:192.168.1.100

Stepl. You can see the default igbh1 IP of pfsense is 192.168.1.1, so you must set the
laptop IP to the same domain, such as 192.168.1.100. Then type 192.168.1.1 on the
browser to enter the pfsense WebGUI.

[Zisense —

SIGN IN

SIGN IN

Default Username: admin

Default Password: pfsense



Step2. Click “Next” to the next pfsense setup.

sense

MUNITY EDITION

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Wizard / pfSense Setup / 2]

Welcome to pfSense® software!
This wizard will provide guidance through the initial configuration of pfSense
The wizard may be stopped at any time by elicking the logo image at the top of the screen

pfSense® software is developed and maintained by Netgate®

Step3. Click “Next” to the next pfsense setup.

%sense
MUNITY EDITION
WARNING: The 'admin’ account passwaord is set to the default value. Change the password in the User Manager
Wizard / pfSense Setup / Netgate® Global Support is available 24/7 (7]

Netgate® Global Support is available 24/7

Our 24/7 worldwide team of support engineers are the most qualified to diagnose your issue and resolve it quickly, from branch office to enterprise —
on premises to cloud

We offer several suppert subscription plans tailored to fit different environment sizes and requirements. Many companies around the world choose
Netgate support because:

= Support is available 24 hours a day, seven days a week, including holidays.
= Support engineers are located around the world, ensuring that no support call is missed.
= Our support engineers hold many prestigious network engineer certificates and have years of hands-on experience with networking.



Step4. Type the hostname, domain and DNS or use default value and click “Next”.

sense

COMMUNITY EDI‘TIGN

WARNING: The ‘admin’ account passw

s se1to the default value. Chan

nhe User Manager

Wizard / pfSense Setup/ General Information

General Information
0n thiz screen the general pfSense parametsrs will be 28t

Hostname

Domain

The default behavior of the DNS Resolver will ignore manually configured DNS servers for cliemt queries and query reot DNS servers directly. To use the
manually configured DNS servers below for client queries, visit Services = DNS Resolver and enable DNS Query Forwarding after completing the wizard.

Primary DNS Server

Secondary DNS Server

Override DNS

e overridden by DHCP/PPP on

Step5. Choose your time zone and click “Next”.

Flisense

COMMUNITY EDITION

WARNING: The admin’ account password is set to the de!

value. Change the pas:

ard in the User Manager

Wizard / pfSense Setup/ Time Server Information

Time Server Information

Please enter the time, date and time zone

Time server hostname

Timezone Asia/Taipei



Step6. Configure your WAN Interface, PPPoE, PPTP and click “Next” to the next.

Flisense

COMMUNITY EDITION

WARNING: The ‘admin’ account password is set to the default value. Changs the password in the User Ma

Wizard / pfSense Setup/ Configure WAN Interface e

Step 4 of 4

Configure WAN Interface
0On this screen the Wide Area Network information will be configured

SelectedType DHCP w

General configuration

MAC Address

MTU

MSS

MTU value in most all cases

Static IP Configuration

IP Address

Step7. Configure your LAN Interface and click “Next” to the next.

Flisense

COMMUNITY EDITION

WARNING: The ‘admin’ account password is set 1o the default value. Change the password in the User Manager

Wizard / pfSense Setup/ Configure LAN Interface (2]

Step Sof 9
Configure LAN Interface
0On this screen the Lecal Area Network information will be configured.

LAN IP Address | [132.163.1.1

o

es DHCP 10 obtain its IP address

Subnet Mask 24

COMMUNITY EDITION

WARNING: The ‘sdmin’ sccount password is set to the default value: Change the pa

ord in the User Manager

Wizard / pfSense Setup / Set Admin WebGU| Password (2]

Sten 6 of 0

Set Admin WebGUI Password
On this screen the admin password will be set, which is used to access the WebGUI and also SSH services if enabled.

Admin Password

Admin Password AGAIN



Step9. Click “Reload” to reload pfsense with new changes.

WARNING: The ‘admin’ sccount password is set to the defauli value. Change the password in the User

Wizard / pfSense Setup/ Reload configuration e

Tof 9

Click ‘Reload to reload pfSense with new changes

Step10. Click “Finish” to complete the configuration.

OMMUNITY EDITION

WARNING: The 'admin’ account password

e default value. Change the password in the User Manager

Wizard / pfSense Setup/ Wizard completed. 2]

Congratulations! pfSense is now configured.

‘We recommend that you check to see if there are any software updates available. Keeping your software up 1o date is one of the most important
things you can do to maintain the security of your network.

 Check for updates

Remember, we're here to help.

Click here to learn about Netgate 24/7/365 support services.

User survey

Please help all the people involved in improving and expanding pfSense software by taking a moment to answer this short survey (all answers are
anonymous)

Anonymous User Survey

Useful resources.

= Learn more about Netgate's product line, services, and pfSense software from our website
» To learn about Netgate appliances and other offers, visit our store

- part of the pf ity. Visit our forum
= Subscribe to our newsletter for ongoing product i il s and special offers.




Step11. Click “Accept” to accept copyright and trademark notices.

Copyright and Trademark Notices.

Copyright® 2004-2016. Flectric Sheep Fencing, LLGC {"ESF"). All Rights Reserved.
Copyrigﬁt‘g 2014-2021. Rubicon Communications, LLC dfb/a Metgate ("Netgate”). All Rights Reserved.

All logos, text, and content of ESF and/or Netgate, including underlying HTML code, designs, and graphics used and/or depicted herein are
protected under United States and imtemational copyright and trademark laws and treaties, and may not be used or reproduced without the
prior express written permission of ESF and/or Netgate.

"pfSense” is a registered trademark of ESF, exclusively icensed to Netgate, and may not be used without the prior express written permission
of ESF and/for Metgate. All other trademarks shown herein are owned by the respective companies or persons indicated.

pfSensea software is open source and distributed under the Apache 2.0 license. However, no commercial distribution of ESF and/or Netgate
software is allowed without the prior written consent of ESF and/or Netgate.

ESF and/or Metgate make no warmanty of any kind, including but not limited to the implied wamranties of merchentability and fitness for a
parficular purpose. ESF and/or Metgate shall not be liable for errors contained herein or for amy direct, indirect, special, ncidental or
consequential damages in connection with the fumishing, performance, or use of any software, information, or material.

Restricted Rights Legend.

Mo part of ESF and/or Netgate's information or materials may be published, distributed, reproduced, publicly displayed, used to create
derivative works, or translated to ancther language, without the prior written consent of ESF and/or Metgate. The information contained
herein is subject to change without notice.

Use, duplication or disclosure by the U.S. Government may be subject to restrictions as set forth in subparagraph (c) (1) (i) of the Rights in
Technical Data and Computer Software clause at DEARS 252.227-7013 for DOD agencies, and subparagraphs (c) (1) and (c) (2) of the
Commercial Computer Software Restricted Rights clause at FAR 52.227-19 for other agencies.

Regulatory/Export Compliance.

The expart and re-export of software is controlled for export purposes by the U.S. Govemment. By accepting this software and//or
decumentation, Licensee agrees to comply with all LS. and foreign export laws and regulations as they relate to software and related
documentation. Licensee will not export or re-export outside the Uinited States software or documentation, whether directly or indirectly, to
any Prohibited Party and will not cause, approve or otherwise intentionally facilitate others in so doing. A Prohibited Party includes: a party in
a .5 embargoed country or country the United States has named as a supporter of imemational temmorism; a party involved in profiferation;
a party idemtified by the U.S. Govemnment as a Denied Party; a party named on the ULS. Governiment's Enemnies List; a party prohibited from
participation in export or re-export transactions by a U.S. Government General Order, a party listed by the U.S. Government’s Office of Foreign
Asszets Control as ineligible to participate in transactions subject to ULS. jurisdiction; or any party that Licenses knows of has regson to know
has violated or plans to viclate LLS. or foreign export laws or regulations. Licensee shall ensure that each of its software users complies with
U.S. and foreign export laws and regulations as they relate to software and related documentation.




Step 12. The left block shows some system information, such as CPU information, CPU
usage, memory usage, disk usage etc. And the right block shows the connection status
of WAN and LAN interfaces. In addition, you can also click the "+" in the upper right

corner to add different display blocks.

Status/ Dashboard + @

ble Widgets

nformation

Manager

Status / Dashboard + 0

(-1} Netgate Services And Support (- =]

2.

System Information

Name
Contract type
User Cnly
System
METGATE AND pfSense COMMUNITY SUPPORT RESOURCES
BlDS dor: American Megatrends International, LLC.
on: K228AMTE I you purchazad your o wall appliance from Metgate an
ase Date: Wed Jun 30 2021 ol bl e app e T Selanal
Community Support 3 orinstalied piSense on you
Version 2.5.2-RELEASE (amdéd) hardware, you have 3C0ESS 10 VTDUS community SUppont resources.
buitt on Fri 15:33:00 EDT 2 the NETGATE RESOURCE LIERARY,
FreeBSD & : s i
You 3iso may spprade to a Nesgate Global Tzchnical Assistance Centzr (TAC)
Support subscription. We're always on! Qur team is stsfied 24x7x355 and
commited to defvering enterprise-class, werldwide support at 3 price paint that is
maore than competitive when comparsd to others in our space.
CPU Type = Upgrade Your Support =  Community Support Resources

ei5] &

PU Crypto: Yes |

QAT Crypto: No
Hardware crypto
Kemnel PTI Dizzhled [f you decide to purchase & Mei
—— MU ST have your Netgate De
MDS Mitigation Inactive te suppart for this unt W
Uptime 02 Hours 08 Minutes 03 Seconds
Current date/time.  Thu Feb 10 13:30:25 C5T 2022 ﬂ
DNS server(s) ¥
- 1
+ 1000baseT «full-duplex- 192.168.50.174
Last config ThuFeb 10 13:26:25 C5T 2022
+ DbazeT «full-duplex= 182.168.1.1

change



Assuming you added “Traffic graphs”, you can see the dynamic WAN and LAN in/out
situation in the lower right corner of the homepage.

Interfaces OO

o WAN 4 1000baseT <full-duples: 192.168.50.174
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5. Port Forward
Stepl. Choose Firewall and click “NAT”.

s gsense 2 erf 1 Firewall ~
MUNITY EDITION
Aliases
WARNING: The 'admin’ account password is set to the
NAT
Rules
Status / Dashboard Schedules +0
Traffic Shaper
System Information Virtual IPs m Netgate Services And Support ° 0
Name pfSense home arpa
Contracttype | Support
User admin@192.168.1.200 (Local Database)
Svetam nfQanss
B “ ”
Step2. Click “Add”.

%sense : Firewall -
C MUNITY EDITION

WARNING: The "admin’ account password is set to the default value. Change the password in the User Manager

Firewall / NAT / Port Forward (7]

Port Forward 11 Outbound NPt

o Interface Protocol Source Address Source Ports Dest. Address Dest. Ports NAT IP NAT Ports Description Actions
Step3. Set the “destination port range” to “1000 to 1010”, the “redirect target IP” to

“LAN address”, and “redirect target port” to “1000”. Click “Save” to save the
configuration.

Edit Redirect Eniry

Disabled [ Disabie this ruie

No RDR (NOT)

ge of the implications

ge

Interface

Address Family

mtermnet Protos

Protocol TCP ~

match. In most ca

Source

Destination [ Invert match. WAN address b N

P Othe 1 G 10
Destination port range Wther h oo Other ~ 1010

Redirect target IP

Redirect target port Other ut 1000




Step4. Click “Apply Changes” to complete the configuration.

Rlisense

COMMUNITY EDITION

WARNING: The ‘sdmin’ account password is set to the default value. Change the password in the User Manager

Firewall / NAT / Port Forward 2]

1o take effect
Port Forward 11 Outbound MNPt
O Interface  Protocol  Source Address Source Ports Dest. Address Dest. Ports NATIP MNAT Ports Description  Actions
0O « 38 wan TCP . . WAN address 1000-1010  LANaddress  1000-1070 ZIO0m
1 e s =
Legend
P s
38 Linked rule

Step5. Now you can change your laptop connection mode to DHCP, and you can

connect to Internet through port forward.

<« C { @& aaeon.com/en/ B2 T W e it
LT =a7 VA |Search CL‘ && Compare [ Inquiry i Partners @ Global m

Products Services Applications Support News & Events About us Contact eShop

crpser E===pyE PortsxsaFip : T — FWS-7840
- Building Faster

Moaore Flexible Networks

# Get a Quote




6. Traffic Shaper
Stepl. Choose “Firewall” and click “Traffic Shaper”.

ﬁsense : Firewall ~

COMMUNITY EDITION

WARNING: The 'admin’ account pa:

AT
Rules

Status / Dashboard Scheduies +@e
Traffic Shaper

Name pfSense home.arpa A—

User admin@192.168.1.100 {Local Database)

System pfSense

Step2. Choose “Wizards” and click “traffic_shaper_wizard_multi_all.xml”.

Elisense

COMMUNITY EDITION

WARNING: The ‘sdmin’ account password is 52t to the default value. Change the

Firewall / Traffic Shaper / Wizards =l @

By Queue Limiters

Multiple Lan/Wan
Dedicated Links

Step3. Set your number of WAN/LAN type interfaces and click “Next”.

Ljsense

MUNITY EDITION

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager

Wizard / pfSense Traffic Shaper / (7]

pfSense Traffic Shaper

This wizard will provide guidance through setting up the pfSense traffic shaper.
The wizard may be stopped at any time by clicking the logo image at the top of the screen

Please be aware that Customn Bandwidths should not exceed 30% of the interface/link bandwidth. Keep this in mind during the wizard

Traffic shaper Wizard

Enter number of WAN I
type connections

Number of WAN-ty,

vay selected on their interfar or dynamic ass

nment.)

Enter number of LAN type 1

interfaces Numbér of 16

connections (Nc




Step4. Click “Next”.

WARNING:

Wizard / pfSense Traffic Shaper / Shaper configuration [7]

Shaper configuration

Shaper configuration

Setup connection speed and scheduler information for interface LAN #1

Interface & Scheduler [an |
Interface & Schaduler PRIQ b
Interface & Scheduler WAN v
Interface & Scheduler PRIO et
Upload
Upload L4
Download
Download Mbits b

Step5. Click “Next”.

Voice over IP

enable [[] Prioritize Voice over IP traffic
VOIP specific settings
Provider Generic (lowdelay) v

Choose Generic if the provider isn't listed

Upstream SIP Server
rovider field will be overridden. This allows providing the IP address of the remote PBX or SIP Trunk to prioritize.

(Optional) If this is chosel
NOTE: A Firewall Alias can alt

Connection WAN #1

be used inthis location.

Upload
Units Kbit/s v
Connection LAN #1
Download

Units Kbit/s v




Step6. You can set an IP here and this will lower the priority of traffic from this IP. Then
click “Next”.

Penalty Box

Enable [] Penalize |P or Alias

This will lower the pricrity of traffic from this IP or alias

PenaltyBox specific settings

Address
This allows just providing the IP address of the computer(s) to penalize. NOTE: A Firewall Alias can also be used in this location.

Bandwidth

Bandwidth

% v

The desired limit to apply.

Step7. You can enable the lower priority of Peer-to-Peer traffic here. Then click “Next”.

ep 4.0f 8
Peer to Peer networking
Peer to Peer networking

Enable O Lower priority of Peer-to-Peer traffic

This will lower the pri

elow all other traffic. Please check the items to prioritize fower than r

p2p Catch all

p2pCatchAll When enabled, all uncategorized traffic is fed to the p2p gueue
Bandwidth
Bandwidth % Lv
desired limitto apply.
Aimster Aimster and other P2P using the Aimster protocol and ports
BitTorrent Bittorrent and other P2P using the Torrent protocol and ports
BuddyShare BuddyShare and other P2P using the BuddyShare protocol and ports

Step8. You can enable the priority of gaming traffic to higher than most traffic here.
Then click “Next”.

Network Games

Network Games

Enable O Prioritize network gaming traffic

This will raise the priority of gaming traffic 1o higher than most tri

Enable/Disable specific game consoles and services

BattieNET Battle.net - Virtually every game from Blizzard publishing should match this. This includes the following game series: Starcraft, Diablo, Warcraft.
Guild Wars also uses this port

EAQrigin EA Crigin Client- Scme PC games by EA use this.
PlayStationConsoles PlaySiation Consoles - This should cover all poris reguired for the Playsiation 4, Playstation, PS Vita
Steam Steam Game Client {Includes: America's-Army 3, Counter-Strike: Source, Counter-Strike: Global Offensive, Half-Life 2, COD: Black Ops Series,

Borderlands 2, Natural Selection 2, Left 4 Dead Series, Portal 2 and many other games on the Steam)
WiiConsoles Wii Consoles - Wii, WiiU, DS and 3038
XboxLive Xbox Live Services - Xbox 360, Xbox One, Windows 10 Store Games

GoogleStadia Google Stadia



Step9. You can enable the other networking protocols. This will help raise or lower the
priority of other protocols higher than most traffic. Then click “Next”.

Raise or lower other Applications

Raise or lower other Applications

Enable [ Other netwerking protocels

ill help raise or lower the priority of other protocels higher then mest traffic

Remote Service / Terminal emulation

AppleRemoteDesktop Default pricrity M

MSRDP Default priority

<

PCAnywhere Default priority

<

VNC Default priority ~

Messengers

AlM Default priority »
Facetime Default priority hd
IcQ Default priority v
IRC Defautt priority b

Step10. Click “Finish” to complete the configuration.

Flisense

COMMUNITY EDiTFDrl

WARNING: The ‘sdmin sccount passwond is set to the default value. Change the p

Manager.

Wizard / pfSense Traffic Shaper/ Reload Profile e

Step 7 of 8

Reload Profile
After pressing Finish the system will load the new profile.
Please note that this may take a moment
Also note that the traffic shaper is stateful meaning that only new
If this is an issue please reset the state table after loading the prof

Step11. Choose “Firewall” and click “Traffic Shaper” again.

connecticns will be shaped.

Flisense

COMMUNITY EDITION

WARNING: The ‘admin’ account password is set to the

Rules
Status / Filter Reload Schedules = E

Traffic Shaper

Filter Reload Vius! P | —

£ Reload Filer

Queue Status

Reload status

Initializing




Step12. Click “LAN”.

Flisense

COMMUNITY EDITION

WARNING: The ‘sdmin’ account password is s2t 1o the default value. Change the pa ord in the Lser Manager

Firewall / Traffic Shaper / By Interface W @

By Queus Limiters Wizards

Step13. You can enable discipline and set the bandwidth here and click "Save". (For
example, we set the bandwidth to 10Mbit/s)

By Interface By Queue Limiters Wizards
S3waN

Qgack Enable/Disable ¥ Enable/disable discipline and its children

- ] qDefault

28LaN Name lan

] gLink —

Doac

K Scheduler Type PRIQ ¥
M Remove Shaper Changing this changes all child queues! Beware information can be lost
Bandwidth 10 Mbit/s ¥

Queue Limit

TBR Size

Adjusts the size, in bytes, of the token bucket requlator. If not specified, heuristics based on the interface bandwidth are used to

determine the size.

Step14. Click “Apply Changes”.

Firewall / Traffic Shaper/ By Interface il @

By Interface By Queue Limiters Wizards
= EWAN
Q gACK Enable/Disable #| Enable/disable discipline and its children
D gDefault
=TI i |
D qLink e "
M gac
qACK Scheduler Type PRIQ i

MW Remove Shaper Changing this changes all child queues! Beware inforrr

Bandwidth o Mbit/s



Step15. Please download a large file and go back to the home page. Then you can
see the bandwidth of the LAN is keep on 1.25MB/s.

Traffic Graphs
~ WAN @uen(in) @wanfou)

16:50 1730 1820 1E:50

LAN @n(in)  @lanfout)

2022-02-14 13:18:43

‘W lan{in) 24.84 kBis
B lan (out) 1.25MB/s

16:50 1730 18:20 18:




7. Install pfBlockerNG
Stepl. Choose “System” and click “Package Manager”.

Flisense System -

COMMUNITY EDITION

Advanced
WARNING: The ‘adm|

the default value. Change the password in the Liser Manager
Ceri. Manager

General Setup

Status / Das| Hign avail sinc + e
Logout (admin) |
m Package Manager f ° ° Netgate Services And Support ° 0
Name | Routing
Contract type
User | Setup Wizard ocal Database)
System | Update

74919eab%5a404

User Manager

NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES

Step2. Click “Available Packages” and type “pfBlockerNG-devel” on the search term.

III

Then click “Search” and “+Instal

System / Package Manager/ Available Packages e

Instzlled Packages Avail

Both

to sedrch package na

MName Version Description

G- 3.1.01 pfBlockerNG-devel is the Next Generation of pfBlockerNG.
Manage IPv4/vE List Sources into Deny, Permit or Match formats.

GeolP database by MaxMind Inc. {GeolLite2 Free version).

De-Duplication, Suppression, and Reputation enhancements.

Provision 1o download from diverse List formats.

Advanced Integration for Proofpoint ET I0Risk IP Reputation Threat Sources.

Domain Name {DNSBL) blecking via Unbound DNS Resolver.

and descriptions

Package De
ligl

@ iprange

Step3. Click “Confirm”.

System / Package Manager / Package Installer e

Installed Packages Available Packages Package Instalier

Confirmation Required to install package pfSense-pkg-pfBlockerNG-devel.




Step4. When you see the word “Success” and it means the installation is complete.

System / Package Manager/ Package Installer e

pfSense-pkg-pfBlockerNG-devel installstion successfully completed.

Instalied Packagss Available Packages Package Instalier

A WE OV W VR OWR VR OV W OWE O VR W TR VR OV VR OO W W VRO VR YR WO W
Package Installation

-- -~

===» NOTI

grepcidr port currently does not have a maintainer. As a result, it is
; d issues, not be up-to-date, or e e removed in
waintain this port, p create an issue at:

https://bugs.freebsd.org/bugzilla

information about port maintainership is available at:

https://docs.freebsd.o
| leaning up cache...
| success

en/articles/contributing/#ports-contributing

ONe.

Step5. Now you can choose “Firewall” and click “pfBlockerNG” to start setting.

COMMUNITY EDITION

Alizses
WARNING: The "admin’ account password is set to the! i |password in the User Manager.
pfBlockerNG
System / Package Manager/ Pacl rues e
| Schedules

Traffic Shag
piSense-pkg-pfBlockerNG-devel instaliation successf TR Ape

Virtual IPs

Wizard / pfBlockerNG Setup / [2]

pfBlockerNG Setup

Welcome to pfBlockerNG!
This wizard will configure an entry level configuration of pfBlockerNG for IP and DNSBL.
You can opt-out of this wizard and manually configure pfBlockerNG as reguired!

pfBlockerNG is developed and maintained by BBcan177

Click  Here to exit this Wizard!



8. IPSEC

The following picture is the IPSEC framework example. You can refer to the following
configuration to complete the IPSEC demonstration.

Internet

WAN(igh0) = WAN(igh0)
1P:192.168.50.174 > 1P:192.168.50.136  System B
Systcm A l ___________________________ I FWS-2280
FWS-2280 \‘
—

| LAN(igb1)

LAN(igb1)
| 1P:192.168.1.1
1

| 1P:192.168.2.1

Client A
1P:192.168.1.100

Client B
1P:192.168.2.100

System A:
Stepl. Choose “VPN” and click “IPsec”.

Flisense

COMMUNITY EDITION

IPsec
WARNING: The 'admin’ account passweord-is set 1o the default value. Change the passwy| oD
OpenVPH
Status / Dashboard . + e
Step2. Click “Add P1”.
VPN / IPsec/ Tunnels W =@

Turnets Mobile Clients Pre-Shared Keys Advanced Settings

IPsec Tunnels

IKE Remote Gateway Mode P1 Protocol P1 Transforms P1 DH-Group P1 Description Actions

=+ AddP1

Step3. Type system B WAN IP on the “Remote Gateway”.

Disabled [ Set this option to disable this phasel without removing it from the list.
Key Exchange version IKEvZ v

Select the Intermet Key Exchange protocol version 1o be used

IKEv2 when initiator, and accepts either IKEv1 or IKEv2 as responder

Internet Protocol 1Py

Select the internet Protocol family

Interface WAN

Remote Gateway 192.168.50.136

Enter the public IP address or host name of the remoate gateway. o

Description Systemn A to System B

A description may be emered here for administrative reference (not parsed)



Step4. Click “Generate new Pre-Shared Key” and “Save” to finish Phase 1 configuration.
sk System B also needs to enter the same pre-shared key.

Authentication Method Mutual PSK g

Must match the setting chosen on the remote side

My identifier My IP address >
Peer identifier Peer [P address -
Pre-Shared K 545189555477 2c59bcB 50547 1f4dde2f5B4c4 1 coacab12e570e449af

12 Pre-Shared Key string. This key must match on both

hould be long and random to protect the tunnel and its contents. A weak Pre-Shared Key can fead 1o a tunnel compromise:

Step5. Click “Show Phase 2 Entries” and “Add P2”.

VPN/ 1Psec/ Tunnels QuE@

Tunnefs Mobile Clients Pre-Shared Keyvs Advanced Settings

IPsec Tunnels

IKE Remote Gateway Mode P1 Protocol P1 Transforms P1 DH-Group P1 Description Actions
oOd [Fmm vz wan AES (128 bits) SHAZE6 14 (2048 bit) Systemn A to System B SOm

192.168.50.136

Step6. Type System B subnet on “Remote Network”. For example, “192.168.2.0”. And
click “Save” to finish Phase 2 configuration.

VPN / IPsec/ Tunnels/ Edit Phase 2 OC=uwEe
Tunnels Mobile Clients Pre-Shared Keys Advanced Settings

General Information

Disabled [0 Disable this phase 2 entry without remaving it from the list.

Mode Turinef [Pv4 ~
Local Network LAN subnet v il i v
Type Address

Local network component of this IPsec security

NAT/BINAT translation MNone w flo v

Type Address
f NAT/BIMAT is required on this network specify the address to be transiated

Remote Network | Network v 192.168.20 I 24 v

Type Address

Remocte network compoenent of this [Psec security association.

Description

tered here for administrative reference (not parsed



Step7. Click “Apply Changes”.

VPN / |Psec/ Tunnels CwEe

Tunnels Mobile Clients ared Keys Advanced Settings

ek s
IPsec Tunnels

IKE Remote Gateway Mode P1 Protocol P1 Transforms P1 DH-Group P1 Description Actions
= = - - >
[} i vz WAM AES (128 bits) SHAZ56 14 (2048 bit) System Ato System B &
3 192168.50.136 m

Local Remote P2 P2 Auth P2
Mode Subnet Subnet Protocol P2 Transforms Methods actions
O wrnel LAN 1921682.0/24 ESP AES (128 bits), AES128-GCM (128 SHA2S6 SO
& bits)
+ Addrz

s dSense Firewall =
MUNITY EDITION
Aliases
WARNING: The admis scoount passwordis settathe| password in the User Manager.
Rules
VPN / IPsec/ Tunnels Schedules CowE@
Traffic Shaper
Tunnels Mobile Clients Pre-Shared Keys | Virtual IPs
—

Step9. Choose “IPsec” and click “Add”.

Firewall / Rules/ IPsec =E
Floating WAN LAN IPsec
——
Rules (Drag to Change Order)
[m] States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions

) £XD) [




Step10. Change “Address Family” to “IPv4+IPv6” and “Protocol” to “Any”. Then click
“Save”.

Firewall / Rules/ Edit =w@Ee
Action

turned to the sender,

Disabled
is rule without removing it from the list.
Interface IPsec v
Choose the interface from which packets must come to match this rule
Address Family IPYA+IPYE v
Select the Inte Prot n this rule applies to.
Protocol Any v

Choose which P protocel this rule should r
Stepl11. Choose “System” and click “Routing”.

System ~

e
MUNITY EDITION

Advanced

WARNING: The ‘adm gt to the default value: Change the password in the User Manager.
Cert. Manager
General Setup

Firewall / Ru High Avail. Sync = Ll (2]

Logout (admin)

Floating wan| Package Manager
Routing |
(=] States | Update e Port  Destination Port  Gateway Queue  Schedule Description Actions
O « osop | UserManager . = = = o W Taloy
H « ”
Step12. Click “Add”.
System / Routing / Gateways CawEe
Gateways Static Routes Gateway Groups
MName Default Interface Gateway Meonitor IP Description Actions
©  wan_DHCP#ES WAN 192.168.50.1 192 168.50.1 Interface WAN_DHCP Gateway &
®  WAN_DHCP& WAN Interface WAN_DHCPS Gateway &




Step13. Type a gateway name and type system B WAN IP on the “Gateway”. Then

click “Save”.

System/ Routing/ Gateways/ Edit Ce=uE
Disabled [ Disable this gateway

Set this option to disable this gateway without removing it from the list

Interface WAN ~

Choose which interface this gateway applies to

Address Family IPy4 v
Choose the Internet Protocol this gateway uses.

Name GATEWAY_A

Gateway name

Gateway 192.168.50.136

ay IP address

Step14. Change “Default gateway IPv4” to “GATEWAY_A” and click “Save”.

Default gateway IPv4 GATEWAY_A M

Select a gateway or failover gateway group fo use as the default gateway.

Default gateway IPvé Automnatic 4|

Select a gateway or the default gateway.

Step15. Choose “Static Routes” and click “Add”.

over gateway group to use

System / Routing/ Static Routes L B @
+ Apply Changes
Gateways Static Routes Gateway Groups
Network Gateway Interface Description Actions

Step16. Type “0.0.0.0” and change mask to “/24” on “Destination network”. And
choose “GATEWAY_A - 192.168.50.136" as “Gateway”. Then click “Save”.

System/ Routing/ Static Routes / Edit =wEe
Destination network 0.0.0.0 /| 24 w

Destination network for this static route

Galeway | GATEWAY_A-192

thich g

168.50.136 v|

this route applies to or add a new one first

Disabled [ Disable this static route

Set this option to disable this static route without removing it from the list

Description

A description may be entered here for administrative reference (not parsed)



Step17. Click “Apply Changes”.

System / Routing/ Static Routes u B @

+ Apply Changes

Gateways Static Routes Gateway Groups

Static Routes

Network Gateway Interface Description Actions
@ 00.0.0/24 GATEWAY_A - 192.168.50.136 WAN SO0

System B:
sk Please remember that the LAN port IP of System B should be set to “192.168.2.1".
Please refer to “Step7” of “3. PfSense WebGUI”

Stepl. Choose “VPN” and click “IPsec”.

Flisense

COMMUNITY EDITION

WARNING: The ‘admin’ account password is set 1o the default vaiue: Change the passw|

L2TP
Status / Dashboard — +@
Step2. Click “Add P1”.
VPN / IPsec/ Tunnels =R 2)

Turnets Mobile Clients Pre-Shared Keys Advanced Settings

IPsec Tunnels

IKE Remote Gateway Mode P1 Protocol P1 Transforms P1 DH-Group P1 Description Actions

=+ AddP1

Step3. Type system A WAN IP on the “Remote Gateway”.

Disabled [ Set this option to disable this phasel without removing it from the list.
Key Exchange version IKEv2 v
Select the Internet Key 1ge prot ersion to be used. Auto uses IKEvZ when initiator, and accepts efther IKEv] or IKEv2 as responder.
Internet Protocol 1Pvd w
Select the Imtermet Protocol family.

Interface WAN v

Select the interface for the local endpeint of this phasel entry.

Remote Gateway

ess or host name of the remote gateway. @

Description Systemn B to System A

A description may be entered here for administrative reference (not parsed}



Step4. Copy system A Pre-Shared Key to here and click “Save” to finish Phase 1
configuration.

Phase 1 Proposal (Authentication)

Authentication Method Mutual PSK v
Must match the setting chosen on the remote side.
My identifier My IP address W
Peer identifier Peer |P address v
Pre-Shared Key 545189555477 2c59bcB5c5a7174ddc2f584c4 1 coacab12e570e445af

2y mist match on both peers
1o protect the tunnel and its contents. A weak Pre-Shared Key can lead 10 a tunnel compromise:

the Pre-Shared Key

jould be iong and ral

Step5. Click “Show Phase 2 Entries” and “Add P2”.

VPN / IPsec/ Tunnels owuwEe

Tunnels Mobile Clients Pre-Shared Keys Advanced Settings

IPsec Tunnels

IKE Remote Gateway Mode P1 Protocol P1 Transforms P1 DH-Group P1 Description Actions
o8 = vz owen AES (128 bits) SHA256 14 (2048 bit) Systemn B to System A SO0m
B 19216850174

Step6. Type System A subnet on “Remote Network”. For example, “192.168.1.0”. And
click “Save” to finish Phase 2 configuration.

VPN / IPsec/ Tunnels/ Edit Phase 2 O=uEe
Tunnels Mobile Clients Pre-Shared Keys Advanced Settings

General Information

Disabled [J Disable this phase 2 entry without removing it from the list.
Mode Tunnel [Pvd v
Local Network LAN subnet v 4|0 w
Type Address

Local network component of this IPsec security association.

NAT/BINAT translation Naone v 7To =
Type Address
f MAT/BINAT is required on this network specify the address to be translated
Remote Network Metwiark v 192.168.1.0 I |22 v

Type Address

Remeote network cor

f this |Psec security association

Description |PSEC

A description may be entered here for administrative reference (not parsed)



Step7. Click “Apply Changes”.
VPN/ IPsec/ Tunnels QOu E

Mobile Clients Pre-Shared Keys Advanced Settings

IPsec Tunnels

IKE Remote Gateway Mode P1 Protocol P1 Transforms P1 DH-Group P1 Description

m] . V2 WAN AES (128 bits) SHAZSE 14 (2048 ba) System B 1o System A
3 192.168.50.174

Local Remote P2 P2 Auth P2

Mode Subnet Subnet Protocol P2 Transforms Methods actions
O wnnel  LAN 192.168.1.0/24 ESP AES (128 bits), AES12B-GCM (128 SHAZS6 SOm
b, A bits)
= Add P2

Step8. Choose “Firewall” and click “Rules”.

s dSense Firewall =
MUNITY EDITION
Aliases
WARNING: The admis scoount passwordis settathe| password in the User Manager.
Rules
VPN / IPsec/ Tunnels Schedules CowE@
Traffic Shaper
Tunnels Mobile Clients Pre-Shared Keys | Virtual IPs
—

Step9. Choose “IPsec” and click “Add”.

Firewall / Rules/ IPsec =E
Floating WAN LAN IPsec
——
Rules (Drag to Change Order)
[m] States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions

) £XD) [




Step10. Change “Address Family” to “IPv4+IPv6” and “Protocol” to “Any”. Then click
“Save”.

Firewall / Rules/ Edit =w@Ee
Action

turned to the sender,

Disabled
is rule without removing it from the list.
Interface IPsec v
Choose the interface from which packets must come to match this rule
Address Family IPYA+IPYE v
Select the Inte Prot n this rule applies to.
Protocol Any v

Choose which P protocel this rule should r
Stepl11. Choose “System” and click “Routing”.

System ~

e
MUNITY EDITION

Advanced

WARNING: The ‘adm gt to the default value: Change the password in the User Manager.
Cert. Manager
General Setup

Firewall / Ru High Avail. Sync = Ll (2]

Logout (admin)

Floating wan| Package Manager
Routing |
(=] States | Update e Port  Destination Port  Gateway Queue  Schedule Description Actions
O « osop | UserManager . = = = o W Taloy
H « ”
Step12. Click “Add”.
System / Routing / Gateways CawEe
Gateways Static Routes Gateway Groups
MName Default Interface Gateway Meonitor IP Description Actions
©  wan_DHCP#ES WAN 192.168.50.1 192 168.50.1 Interface WAN_DHCP Gateway &
®  WAN_DHCP& WAN Interface WAN_DHCPS Gateway &




Step13. Type a gateway name and type system A WAN [P on the “Gateway”. Then
click “Save”.

System/ Routing / Gateways/ Edit CoO=uEe

Edit Gateway

Disabled O Disable this gateway

Set this option to disable this gateway without removing it from the list

Interface WAN v

Choose which interface this gateway applies to.

Address Family IPv4 v

Choose the Internet Protocol this gateway uses

Name GATEWAY_B

Gateway name

Gateway 192.168.50.174

Gateway IP address

Step14. Change “Default gateway IPv4” to “GATEWAY_B” and click “Save”.

Default gateway IPv4 GATEWAY_B ¥

Select a gateway or failover gateway group to use as the default gateway.

Default gateway IPv6 Automatic v

Select a gateway or failover gateway group to use as the default gateway.

Step15. Choose “Static Routes” and click “Add”.

System / Routing/ Static Routes L B @
+ Apply Changes
Gateways Static Routes Gateway Groups
Network Gateway Interface Description Actions

Step16. Type “0.0.0.0” and change mask to “/24” on “Destination network”. And
choose “GATEWAY_B - 192.168.50.174” as “Gateway”. Then click “Save”.

System / Routing / Static Routes / Edit =wEe
Destination network 0.0.0.0 /| 24 v

Destination network for this static route

Gateway GATEWAY_B-192.168.50.174 v

Choose which gateway this route applies to or add a new one first

Disabled () Disable this static route

Set this option to disable this static route without removing it from the list

Description

A description may be entered here for administrative reference (not parsed)



Step17. Click “Apply Changes”

System / Routing / Static Routes

Gateways Static Routes Gateway Groups

Static Routes
Network

Gateway
@) 0.0.0.0/24 GATEWAY_B - 192.168.50.174

Interface Description Actions

WAN S00m

When both System A and System B are configured, please choose “Status” and click

“IPsec”.

djsense
MUNITY EDITION

WARNING: The ‘admin’ account password is set to the default value. Change the password in the Lis

System / Routing / Gateways

Gateways Static Routes Gateway Groups
—
Name Default Interface  Gateway Mon
.3 @ GaTEwar 4 Default (1Pv4) WAN 192.168.50.136 192

Click “Connect VPN”.

Status / IPsec/ Overview

Overview Leases

IPsec Status

IPsec ID Description Local Remote

System A to System B ID; 192.168.50.174

ID: 192.168.50.136
Host: 192.168.50.174

Host: 192.168.50.136

Captive Portal
CARP (failover)
Dashboard

DHCF Leases C® lu (7]

DHCPvé Leases

DNS Resolver

Filter Reload

Interfaces ation Actions

IPsec FOOMm
Co=wEe

Role Timers Algo Status

Disconnected

Please wait for a while, if you see a value in Bytes-in/out, it means that the tunnel

can start to transmit.

Status / IPsec/ Overview

Overview Leases SADs SPDs

IPsec Status

Co=wnwEe

—,
IPsec ID Description

Local Remote Role Timers Algo Status

con100000; System A fo ID: 192.168.50.174 ID: 192.168.50.136 IKEv2 Rekey: 25013s AES_CBC (128)

#11 System B Host: Host: initiator  (06:56:53) HMAC_SHA2_256_128 7
192.168.50.174:500 192.168.50.136:500 Reauth: Disabled PRF_HMAC_SHAZ_ 256
SPL SPI: 59a0b2358e74492f MODP_2048
10b532b50d22f619

IPsec ID Local subnets Local SPI(s) Remote subnets Times Algo Stats

con100000; 192.168.1.0/24 Local: codf87ce 192.168.2.0/24

#14

Remote: c875c3b4 Life: 3343 seconds (00:55:43)

Install: 257 seconds {(00:04:17)

Rekey: 2648 seconds (00:44:08)

AES_GCM_16(128) Bytes-In: 480 (480 B)

Packets-In: &
Byles-Out: 1,512 (1 KiB)
Packets-Out: 12

IPComp: none



In Client B, you can ping “192.168.1.100” to test the IPSEC.

9. AAEON PfSense SDK
PfSense SDK from AAEON is a software development kit designed to help developers
with controlling hardware on AAEON FWS series platforms.

AAEON PfSense SDK provides developers fast control on AAEON FWS series 10
functions:

® Software Programmable Button Settings and Configuration

Status LED Settings and Configuration

DIO Settings and Configuration

Lanbypass Settings and Configuration

Watchdog Settings and Configuration

Liquid Crystal Display Module (LCM) Settings and Configuration

10. Purchase Netgate PfSense Support
If you need pfsense support services (such as setup assistance), you can refer to the
following website: https://www.netgate.com/support

Netgate TAC Support y TAC PRO

Options = EE* $399;;eryea.’

Fer Netgate appliances, AWS/Azure
uel instsnces, or 3rd party

Zero-to-Ping** ' v v
TAC Support Hours 247 2477
Target Initial Response SLA 24 Hours 4 Hours
Email / Support Portal v [V

Telephone Support v



